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Abstract: The digital transformation of public administration necessitates 

a rethinking of the mechanisms for the realization of electoral rights, as 
traditional procedures for organizing elections increasingly conflict with new 
technological opportunities and societal demands. The digitalization of the 
electoral process is accompanied both by the potential to enhance the accessibility 
and efficiency of elections and by growing risks related to ensuring the secrecy of 
the vote, the protection of personal data, cybersecurity, and trust in electoral 
outcomes. These issues become particularly acute under crisis conditions, 
including pandemics and armed conflicts, which complicate the exercise of active 
suffrage and stimulate the search for alternative forms of voting. This study aims 
to provide a comprehensive analysis of the preconditions for the digitalization of 
the electoral process, to generalize European experience, and to determine the 
prospects for its implementation in Ukraine. A comparative legal method is 
employed to examine models of electoral digitalization in European states, along 
with a systemic-structural approach to identify the interconnections between 
technological, legal, and institutional factors. 

It is substantiated that the digitalization of elections should not be viewed 
merely as a technical modernization, but rather as a transformation of the 
electoral process that affects the substance of electoral rights and the mechanisms 
for their guarantee. The necessity of transitioning from a technocratic approach 
to a human-centered model of digitalization is demonstrated, within which 
priority is given to ensuring democratic legitimacy, public trust, and effective 
oversight of electoral procedures. A phased approach to the implementation of 
digital tools in Ukraine’s electoral process is proposed, combining the use of 
auxiliary technologies with the gradual testing of more complex models under 
conditions of adequate legal and security safeguards. 
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Theoretical Foundations of the Digitalization of the Electoral Process 
The digitalization of the electoral process emerges as one of the most 

debated and conceptually complex phenomena in contemporary legal 
scholarship and practice. Its development reflects a profound 
transformation in the mechanisms for the realization of popular sovereignty 
within the information society, where technological tools are increasingly 
integrated into the sphere of public governance. The interaction between 
technological progress and democratic institutions not only expands the 
range of instruments for citizen participation in the political process but also 
generates fundamentally new challenges for constitutional law, public 
administration, and political science, particularly in ensuring legitimacy, 
transparency, and trust in the results of electoral expression. 

The study of this phenomenon requires a clear definition of core 
concepts, a distinction between related notions, and a systematization of 
theoretical approaches developed within academic discourse, as well as 
consideration of normative standards of democratic elections established in 
international legal instruments and the practice of international 
organizations. Accordingly, the digitalization of the electoral process should 
be viewed not merely as a technological innovation but also as a legal 
phenomenon that directly affects the realization of electoral rights, the 
balance between public and private interests, and the guarantees of 
information security and personal data protection. 

In scholarly literature, the term “electronic voting” (e-voting) 
encompasses a wide range of technological solutions from the use of 
electronic voting machines at polling stations to fully remote internet-based 
voting. The introduction of innovative technologies into the electoral 
process may include: voting at polling stations using technical and software 
tools (electronic voting); vote counting through specialized electronic 
systems; and the preparation of protocols on voting results using 
information and analytical systems.1 

Such an approach makes it possible to consider the digitalization of the 
electoral process as a comprehensive phenomenon that encompasses all 
stages of the electoral cycle and transforms both the procedural and 
institutional aspects of electoral law. 

In academic literature, electronic voting is often examined through the 
lens of public choice theory: technological changes in the procedures of 
expressing voters’ will can significantly affect voter participation and, 

 
1 O. Terliuk, I. Terliuk, Electronic Voting in Ukraine: Legal Aspects in the Context of 

Technological Innovations and Prospects. Bulletin of the National University “Lviv 
Polytechnic”. Series: Legal Sciences. № 2 (46), 2025. С.343-351. С. 346. URL: 
https://science.lpnu.ua/sites/default/files/journal-
paper/2025/jun/39431/25078346maket25082025-347-355.pdf 
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consequently, the legitimacy of democratic decisions. Scholars emphasize 
that the “reduction of transaction costs” resulting from digitalization may 
stimulate electoral participation among low-income groups, highly mobile 
individuals, and younger voters, who traditionally demonstrate lower 
turnout. At the same time, the risks associated with cybersecurity threats 
and the digital divide may offset these advantages, particularly in countries 
with uneven development of information infrastructure.2 

The conceptual dichotomy between convenience and security is central 
to the theoretical understanding of electronic elections. Scholars adhering 
to a libertarian approach emphasize that reducing barriers to participation 
in voting constitutes a key democratic priority. Critics, however, argue that 
no technological solution can simultaneously ensure the secrecy of the vote, 
the verifiability of results, and the convenience of remote access the so-
called «trilemma of electronic voting».3 

In light of the above approaches, it appears justified to consider 
electronic voting not merely as a technical instrument for modernizing 
electoral procedures, but as a complex legal phenomenon that transforms 
the very nature of the exercise of electoral rights and the balance between 
private and public interests within the electoral process. In our view, the key 
objective should not be the maximization of convenience or technological 
efficiency as ends in themselves, but rather the обеспечение of an adequate 
level of trust in electoral outcomes, achieved through the combination of 
technological solutions with institutional guarantees of transparency, 
accountability, and human oversight. 

Accordingly, the digitalization of elections should develop in 
accordance with the principle of prioritizing security and verifiability over 
speed and accessibility, as it is precisely these characteristics that determine 
the legitimacy of democratic procedures, particularly in the context of 
growing cybersecurity threats and unequal access to digital resources. 

At the same time, academic literature emphasizes the need to classify 
models of electronic voting, which range from controlled environments to 
open network-based solutions, including remote internet voting, which is 
associated with fundamentally different risks and security requirements.4 
Such differentiation has not only technical but also profound legal 
significance, as different models correlate differently with the fundamental 
principles of electoral law, primarily the requirements of the secrecy of the 

 
2 R. M. Alvarez, Electronic Elections: The Perils and Promises of Digital Democracy 

/ R. M. Alvarez, T. E. Hall. – Princeton: Princeton University Press, 2008. – 256 p. 
3 J. Benaloh, Verifiable Secret-Ballot Elections / J. Benaloh. – PhD thesis. Yale 

University, 1987. – 125 p. https://www.cs.yale.edu/publications/techreports/tr561.pdf 
4 R. M. Alvarez, Electronic Elections: The Perils and Promises of Digital Democracy 

/ R. M. Alvarez, T. E. Hall. – Princeton: Princeton University Press, 2008. – 256 p. 
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vote, the freedom of expression of will, and the equality of voters. Models 
implemented within the controlled environment of a polling station (in 
particular, electronic voting machines) are, to a greater extent, capable of 
ensuring the secrecy of the vote and safeguarding the freedom of electoral 
expression, as institutional oversight of the procedure is preserved. At the 
same time, even such systems raise concerns regarding transparency and 
the verifiability of results, especially in the absence of a paper audit trail. 

By contrast, remote internet voting potentially enhances accessibility 
and facilitates the realization of the principle of universal suffrage; however, 
it significantly complicates the обеспечение of secrecy and freedom of 
expression of will, as it eliminates control over the conditions under which 
the voter casts their ballot and creates risks of external influence or 
coercion. Moreover, the digital divide may call into question the actual 
equality of voters. 

Thus, it can be argued that there exists a structural trade-off between 
the key principles of electoral law in the digital environment: increasing the 
accessibility and convenience of voting is often accompanied by a reduction 
in the level of guarantees of secrecy, security, or verifiability. 

For this reason, the issue does not lie in achieving absolute compliance 
with all principles, but rather in determining an acceptable balance between 
them, taking into account the specific technological solution and the level of 
institutional safeguards. 

In contemporary research, increasing importance is attached to the 
concept of trust in electronic voting, which is viewed as an integral category 
combining legal, technical, and social factors. In particular, trust is formed 
not only through the objective characteristics of systems (security, 
reliability, verifiability), but also through voters’ perceptions of these 
characteristics, which directly affects the legitimacy of the electoral process. 
In this context, trust functions not merely as a sociological category, but also 
as a legal precondition for the recognition of election results. 

Alongside this, numerous scholarly works focus on the analysis of risks 
associated with the digitalization of elections, among which the key 
concerns include cybersecurity threats, the possibility of external 
interference, technical failures, and the problem of the digital divide (digital 
inequality), which limits equal access of citizens to participation in 
elections.5 Of particular importance is the issue of personal data protection, 
as electronic voting systems handle substantial volumes of sensitive 

 
5 National Academies of Sciences, Engineering, and Medicine. Securing the Vote: 

Protecting American Democracy (Washington, D.C.: The National Academies Press, 2018). 
URL: https://media.carnegie.org/filer_public/34/9d/349d3207-d994-4838-8b79-
5f8d88e0e412/nas_report.pdf?_gl=1*fkrmgz*_gcl_au*MTQxODE5MDU3Ny4xNzc1OT
M1Njkx  
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information, thereby necessitating compliance with standards established, 
inter alia, under European Union law.6 

Ultimately, the key issue for legal analysis lies in ensuring a balance 
between public and private interests within a digitalized electoral process. 
On the one hand, the state is заинтересована in increasing the efficiency of 
election administration, reducing costs, and expanding citizen 
participation, which aligns with the public interest. On the other hand, it is 
necessary to guarantee the protection of individual voters’ rights, including 
the secrecy of the vote, the protection of personal data, and the freedom of 
electoral expression. In this context, electronic voting emerges as a domain 
in which the need to reconcile technological progress with legal safeguards 
becomes particularly acute. 

 
Preconditions for the Digitalization of Elections: Global Trends and 

Systemic Factors 
The spread of digital technologies in electoral processes forms part of 

a broader phenomenon the digital transformation of public administration. 
Over the past two decades, more than 30 countries worldwide have 
conducted various experiments with electronic voting, ranging from pilot 
projects to full-scale implementation in national elections. The analysis of 
international experience makes it possible to systematize the groups of 
factors that drive the digitalization of the electoral process. 

The first group comprises socio-demographic factors. The growing 
share of individuals who actively use the internet in their daily lives creates 
a societal demand for the transfer of electoral procedures into the digital 
environment. According to statistical data, the level of access to digital 
technologies among the population in EU Member States is generally high, 
yet remains uneven, which leads to the persistence of a digital divide and 
directly affects the possibility of ensuring equal participation of citizens in 
digitalized electoral processes.7 This indicator correlates with rising 
expectations regarding the online accessibility of public services, including 
participation in voting. 

The second group comprises geopolitical and structural factors. A 
significant number of states that have implemented or are seriously 
considering the introduction of electronic voting are characterized by a 
substantial proportion of their population residing abroad. For Estonia, 

 
6 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 

April 2016 on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data, and repealing Directive 95/46/EC (General 
Data Protection Regulation) (Text with EEA relevance). URL: https://eur-
lex.europa.eu/eli/reg/2016/679/oj  

7 Eurostat. Digital economy and society statistics  households and individuals. URL: 
https://ec.europa.eu/eurostat/statistics-explained/SEPDF/cache/33472.pdf 
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Switzerland, Australia, and several other countries, remote voting serves as 
a response to the demands of large diaspora communities. 

For Ukraine, where, according to various estimates, between 3 and 7 
million citizens reside abroad (including more than 6 million since the onset 
of Russia’s full-scale invasion in 20228), this group of factors is particularly 
significant. 

The third group comprises administrative and technological factors. 
The digitalization of elections is closely linked to the development of 
broader e-government systems, including the availability of digital identity 
mechanisms, population registers, and secure telecommunications 
networks. Contemporary studies demonstrate that countries with more 
advanced digital public administration infrastructure are more likely to 
successfully implement electronic voting.9 Estonia provides the most 
illustrative example the success of its internet voting system is largely 
explained by a pre-established ecosystem of electronic identification (ID 
cards, Mobile ID, Smart-ID). 

The fourth group comprises financial and economic factors. Although 
the initial investments required for the digitalization of elections are 
substantial, in the long term, the transition to electronic systems may reduce 
the costs of organizing elections. However, studies indicate that such 
projections are often overly optimistic: the costs of ensuring cybersecurity, 
regular system updates, and independent auditing can be extremely high.10 

The fifth group comprises challenges associated with pandemics and 
other emergency situations. The COVID-19 pandemic (2020–2021) acted as 
a powerful catalyst for the digitalization of elections in many countries. The 
need to ensure the continuity of the electoral process under conditions of 
restricted social contact intensified the debate on remote voting. For 
Ukraine, an analogous context is provided by the conditions of martial law: 
large-scale population displacement, the occupation of certain territories, 
and the inability to operate polling stations in frontline areas all of which 
create a unique context with few parallels in the practice of democratic 
states. 

It is important to emphasize that these factors are not mutually 
exclusive; rather, they operate in combination and reinforce one another. At 

 
8 UNHCR. Situation Ukraine Regional Refugee Response / United Nations High 

Commissioner for Refugees. – 2024. URL: https://data.unhcr.org/en/situations/ukraine  
9 S.P. Novoselov, Yu. I. Bohdan, O.O., Vesela Development of electronic voting 

system. Eastern-European Journal of Enterprise Technologies, 3(9(51), (2012), 24–26. 
URL: https://doi.org/10.15587/1729-4061.2011.1670 

10 T.M. Buchsbaum, E-voting: International Developments and Lessons Learnt / T. 
M. Buchsbaum // Electronic Voting in Europe. – Bonn: GI, 2004. – P. 31–42. URL: 
https://www.researchgate.net/publication/220789167_E-
Voting_International_Developments_and_Lessons_Learnt 
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the same time, the existence of preconditions for the digitalization of 
elections does not automatically imply the appropriateness of its 
implementation. Technological capabilities must always be assessed 
through the prism of constitutional principles of electoral law universal, 
equal, direct, secret, and free suffrage. It is precisely this tension between 
technological possibilities and constitutional requirements that constitutes 
the central field of both academic and practical discourse on the 
digitalization of elections. 

From this perspective, the digitalization of the electoral process should 
be viewed as an element of a broader transformation of public 
administration unfolding within the framework of digital governance. As 
international experience demonstrates, since the second decade of the 21st 
century, states have systematically integrated digital technologies into the 
mechanisms of exercising public authority, as reflected in relevant 
strategies and policies. This transformation signifies a shift from a narrow 
understanding of e-government as a tool for administrative efficiency 
toward a more comprehensive model, within which digital technologies 
become a means of rethinking the interaction between the state and the 
citizen. In this context, the digitalization of elections should not be 
perceived as an isolated technical innovation, but rather as a component of 
systemic state modernization that integrates tools of electronic 
identification, data processing, and procedural automation into the sphere 
of the exercise of citizens’ political rights. 

At the same time, alongside institutional and structural preconditions, 
academic literature pays particular attention to the functional dimensions 
of the digitalization of elections, especially the enhancement of the speed 
and accessibility of electoral procedures. Indeed, the use of digital 
technologies can reduce the time required for processing results, optimize 
the organization of voting, and lower administrative costs. However, such 
advantages should not be assessed in isolation, but rather in conjunction 
with the requirements of transparency and verifiability of the electoral 
process. 

In this sense, the acceleration of procedures cannot in itself serve as a 
sufficient criterion of their legitimacy if it is accompanied by a decline in 
trust in electoral outcomes or creates risks of violating the fundamental 
principles of electoral law. 

Crisis factors have proven to be a powerful accelerator of the 
digitalization of electoral mechanisms. The COVID-19 pandemic 
significantly expedited the consideration of remote voting options during 
the 2020 electoral cycle, as millions of voters sought to avoid health risks 
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associated with visiting crowded polling stations.11 The pandemic poses a 
serious threat to the maintenance of democracy, as it undermines its normal 
functioning through decisions to restrict the freedom of electoral 
assemblies, postpone elections, and introduce less transparent voting 
mechanisms such as postal and electronic voting in order to prevent the 
spread of the virus and mitigate low voter turnout.12 In the 2020 U.S. 
presidential election, an unprecedented majority of voters (over 70%) used 
alternative voting methods by mail or prior to Election Day significantly 
exceeding the figures observed in the previous electoral cycle.13  This 
experience clearly demonstrated that crisis-driven pressure can rapidly 
reshape mass electoral practices that, under normal conditions, would 
require decades to evolve. 

Between February 2020 and February 2022, 80 elections worldwide 
were postponed; however, twice as many proceeded as scheduled. While 
postponements dominated as a response to the initial pandemic shock in 
March–April 2020, this trend steadily declined in the following months, 
with democracies reestablishing new voting dates significantly faster after 
initial postponements.14 

This pattern confirms that the crisis-driven adaptation of electoral 
systems may occur either through the suspension of elections or through 
their technological reconfiguration, and that the choice between these 
responses is inherently political. 

Armed conflicts give rise to a qualitatively different and significantly 
more complex challenge of electoral inclusion than pandemics. Since the 
onset of Russia’s full-scale invasion in February 2022, approximately 6.9 
million people have left Ukraine, around 4.3 million of whom reside in the 
European Union under temporary protection. According to available 

 
11 S. Chambers, Deliberative democracy and the digital public sphere: asymmetrical 

fragmentation as a political not a technological problem // The Political Quarterly. 2023. 
Vol. 94, № 2. P. 326–336. URL: https://onlinelibrary.wiley.com/doi/10.1111/1467-
8675.12662 

12 E. Prattico, Habermas and the Crisis of Democracy: Interviews with Leading 
Thinkers. London; New York: Routledge, Taylor & Francis Group, 2022. URL: 
https://www.scribd.com/document/633061460/Emilie-Prattico-Habermas-And-The-
Crisis-Of-Democracy-Interviews-With-Leading-Thinkers-Routledge-Taylor-Francis-
Group-2022 

13 About 70% of voters in the 2020 election cast ballots early or by mail, according to 
Census data. URL: https://www.wcvb.com/article/biden-trump-2020-election-
census/36295560  

14 Global overview of Covid-19: Impact on elections. URL: 
https://www.idea.int/news-media/multimedia-reports/global-overview-covid-19-
impact-elections  
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studies, only 31% of Ukrainians who have left plan to return, while the total 
number of citizens eligible to vote abroad may reach 5.3 million.15  

At the same time, according to approximate estimates for 2024, up to 
3.5 million Ukrainians reside in territories occupied by Russia and are 
deprived of any access to the electoral process, while reaching millions of 
internally displaced persons and military personnel on the front line 
through traditional voting mechanisms is virtually impossible.16 

In summary, the digitalization of elections should be regarded not as a 
universal solution, but as a variable instrument for transforming electoral 
procedures, the appropriateness of which is determined by its ability to 
ensure an adequate level of legitimacy of electoral outcomes. The key 
criterion in this process is not technological sophistication per se, but the 
extent to which trust in the electoral process and guarantees of the exercise 
of electoral rights are preserved. Accordingly, any models of electronic 
voting require prior assessment of their impact on the structure of electoral 
relations, as well as their combination with effective legal and institutional 
oversight mechanisms that prevent the substitution of democratic 
procedures with their merely technical simulation. 

 
European Experience in the Digitalization of Elections 
The digitalization of the electoral process within the European legal 

space is not developing as a set of isolated national experiments, but rather 
as the result of the gradual formation of supranational standards aimed at 
aligning technological innovations with the fundamental principles of 
democratic elections. A decisive role in shaping approaches to the 
digitalization of the electoral process is played by the standards developed 
by the Council of Europe a leading regional international organization in the 
fields of human rights protection, democracy, and the rule of law as well as 
by the OSCE Office for Democratic Institutions and Human Rights 
(OSCE/ODIHR), which specializes in election observation and the 
development of recommendations to ensure compliance with democratic 
standards. These institutions establish the normative and methodological 
framework for assessing electronic voting, combining pan-European legal 
principles with an analysis of their practical application across different 
states. 

The Council of Europe’s approach is based on the understanding that 
the introduction of electronic voting should not alter the substance of 
electoral rights, but rather reproduce them in a new technological form, 

 
15 Ukraine Refugee Situation. URL: https://data.unhcr.org/en/situations/ukraine 
16 A. Yukhno, Digital Transformation: Exploring big data Governance in Public 

Administration. Public Organiz Rev. 2022 Dec 13:1–15. URL: 
https://pmc.ncbi.nlm.nih.gov/articles/PMC9747072/ 
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while the OSCE/ODIHR emphasizes the need to ensure transparency, 
accountability, and trust in the electoral process, regardless of the technical 
solutions employed. This combination of normative and practice-oriented 
approaches makes it possible to develop a comprehensive understanding of 
the digitalization of elections as a process that requires not only technical 
modernization but also the preservation of the fundamental guarantees of 
democratic electoral expression. 

A key reference point in this context is Recommendation Rec (2004)11 
of the Committee of Ministers of the Council of Europe on legal, operational, 
and technical standards for electronic voting,17 which for the first time 
systematically formulated requirements for electronic electoral systems as 
mechanisms that should not transform the substance of electoral rights, but 
rather reproduce them within the digital environment. The further 
development of these approaches is reflected in the Guidelines on the 
implementation of electronic voting (2017), which emphasize the need to 
ensure so-called “functional equivalence” between traditional and 
electronic voting procedures.18 This concept implies that any digital system 
must ensure the same level of implementation of the principles of universal, 
equal, direct, and secret suffrage as that guaranteed in conventional (paper-
based) procedures, thereby effectively establishing a criterion for the 
admissibility of technological innovations in the electoral process. 

At the same time, contemporary scholarship increasingly reflects the 
understanding that achieving such equivalence is not merely formal, but 
substantive in nature. As scholars note, electronic voting systems are 
capable of altering the very structure of interaction between the voter and 
the voting procedure, which necessitates a reconsideration of traditional 
safeguards not only as legal norms, but as functional characteristics of the 
electoral process.19 

The deepening of European standards in this field also demonstrates a 
gradual shift from a formal legal approach to a functional and value-based 
one, within which the assessment of electronic elections is carried out not 
only in terms of compliance with established rules, but also in terms of their 
capacity to ensure trust, inclusiveness, and the resilience of the electoral 
process. Accordingly, particular attention is given to the concept of “end-to-

 
17 Rec (2004) 11 - Recommendation of the Committee of Ministers to member states 

on legal, operational and technical standards for e-voting (Adopted by the Committee of 
Ministers on 30 September 2004 at the 898th meeting of the Ministers' Deputies). URL: 
https://search.coe.int/cm#{%22CoEIdentifier%22:[%2209000016805dbef8%22],%22so
rt%22:[%22CoEValidationDate%20Descending%22]}  

18 Guidelines on the implementation of e-voting. URL: https://rm.coe.int/guidelines-
on-the-implementation-of-e-voting/16808af6f1 

19 R. M. Alvarez, Electronic Elections: The Perils and Promises of Digital Democracy 
/ R. M. Alvarez, T. E. Hall. – Princeton: Princeton University Press, 2008. – 256 p. 
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end verifiability,” which is actively developed in contemporary 
cryptographic research20 and entails the ability to verify every stage of the 
electoral process from vote casting to the determination of results by any 
interested party without disclosing the content of an individual voter’s 
choice. 

Such a model relies on cryptographic mechanisms that allow voters to 
verify that their ballots have been correctly recorded and counted, while 
enabling independent observers to confirm the integrity of the overall result 
without access to personally identifiable data. 

Therefore, it effectively establishes a new type of safeguard in which 
transparency is achieved not through the openness of procedures in their 
traditional sense, but through the mathematically grounded verifiability of 
the system, ensuring a balance between the publicity of the electoral process 
and the preservation of the secrecy of the vote, without direct analogues in 
classical electoral models. Accordingly, European approaches to the 
digitalization of elections demonstrate the gradual formation of a 
comprehensive normative model in which technological innovations are 
considered permissible only insofar as they are integrated into a system of 
guarantees of democratic elections. At the same time, the development of 
these standards indicates that digitalization is not a neutral process, but one 
capable of transforming the substance of electoral principles, thereby 
necessitating their reconsideration at the level of both legal doctrine and 
practical application. It is within this framework that the contemporary 
European approach is taking shape, in which electronic voting is understood 
not as an alternative to traditional procedures, but as a complex 
evolutionary modification thereof, requiring the integration of legal, 
technological, and social safeguards. 

Estonia represents an unprecedented example in global practice of the 
digitalization of the electoral process a state that not only introduced 
internet voting earlier than any other country, but also transformed it into 
the dominant mode of citizens’ electoral expression. The analysis of this 
experience is particularly valuable for legal scholarship, as it encompasses 
more than twenty years of evolution in legal regulation, technological 
development, and institutional adaptation, while simultaneously 
demonstrating the contradictions inevitably faced by any state pursuing the 
path of radical digitalization of elections. 

The legislative foundations of internet voting in Estonia were laid as 
early as 2002, when the national parliament adopted a legal framework for 
the conduct of internet voting, while the widespread use of national ID cards 

 
20 B. Adida, Helios: Web-based Open-Audit Voting // Proceedings of the 17th 

USENIX Security Symposium. San Jose, CA, USA, 2008. P. 335–348. URL: 
https://www.usenix.org/legacy/event/sec08/tech/full_papers/adida/adida.pdf 
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became a decisive factor in enabling the introduction of this new voting 
channel.21  

In 2005, Estonia became the first country in the world to conduct 
legally binding general elections via the Internet, within the framework of a 
pilot project during municipal elections.22 Already in the following electoral 
cycle, in 2007, internet voting was used in parliamentary elections marking 
another global precedent. It is fundamentally important that the system is 
built on the basis of a mandatory national electronic identification card, 
which functions both as a physical document and as a smart card, enabling 
remote authentication and a legally binding digital signature within the 
framework of the state public key infrastructure. 

From a legal perspective, the i-Voting system constitutes a voting 
channel parallel to the traditional paper-based one, rather than its 
replacement. A vote cast electronically is counted as a single vote and, in 
terms of electoral outcomes, carries no greater weight than a vote cast by 
other means.23 The principle of equality of electoral rights is ensured 
through constitutional interpretation. As early as 2005, the Supreme Court 
of Estonia examined the constitutionality of provisions on e-voting 
following a request by then-President Arnold Rüütel, who argued that they 
violated the principle of equality. The Court rejected this argument, holding 
that equal treatment in the electoral context does not require guaranteeing 
identical opportunities for all individuals to cast their vote in exactly the 
same manner. 

A distinctive feature of the Estonian model is a mechanism of 
fundamental importance for safeguarding the freedom of expression of will: 
voters may change their electronic vote an unlimited number of times, with 
only the last vote cast being counted. Moreover, any voter who has voted via 
the Internet may still attend a polling station during the advance voting 
period and cast a ballot there, thereby annulling their internet vote.24 This 
arrangement functions as a legal safeguard against coercion in voting: even 
if an individual is compelled to vote in a certain way under the control of 
third parties, they retain the possibility of changing their decision without 
the knowledge of the coercer. 

The growth in the popularity of internet voting has been striking. From 
1.9% of votes in the 2005 municipal elections, the share of electronic voting 

 
21 Estonian Internet voting. URL: https://ec.europa.eu/digital-building-

blocks/sites/spaces/DIGITAL/blog/2019/07/29/533365949/Estonian+Internet+voting  
22 Electronic voting in Estonia. URL:  
https://en.wikipedia.org/wiki/Electronic_voting_in_Estonia 
23 Introduction to i-voting. URL: https://www.valimised.ee/en/internet-

voting/more-about-i-voting/introduction-i-voting 
24 Electronic voting in Estonia. URL:  
https://en.wikipedia.org/wiki/Electronic_voting_in_Estonia  
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increased to 15.8% in 2009, 21.2% in 2013, 31.7% in 2017, and 46.9% in 
2021.25 The culmination came with the 2023 parliamentary elections: more 
than half of all voters 313,514 individuals cast their ballots online, setting a 
new record both for the country and globally.26 These were the first 
parliamentary elections in which more than half of all votes were cast via 
the Internet. At the same time, scholars have found that internet voting does 
not confer an advantage on any particular political party and, contrary to 
initial concerns, has not deepened socio-demographic divides: such 
characteristics are no longer predictive of the use of i-voting, which, 
together with its widespread adoption, reduces incentives for political 
parties to politicize it.27  

The technological architecture of the system has undergone significant 
evolution under pressure from criticism by international observers and 
independent researchers. A turning point came in 2014, when a group of 
international computer security experts led by J. Alex Halderman 
conducted an independent assessment of the system and stated that it could 
be compromised, allowing votes and election results to be altered, as well as 
all traces of such interference to be erased in the event of malware 
installation on Estonian election servers.In response, Estonia undertook a 
profound technological modernization. In 2015, expanded reports by 
OSCE/ODIHR observers and an independent observer group led by 
Halderman, along with pressure from local activists, prompted the 
introduction in 2017 of universal verifiability of vote counting. The counting 
process is carried out using a mixnet architecture with homomorphic 
properties and ElGamal encryption.28  

In 2017, the system was fully redesigned under the name IVXV, 
becoming an open-source platform. The transition to the IVXV platform 
included the integration of zero-knowledge proofs, enabling voters and 
auditors to verify the correctness of vote counting and decryption without 
disclosing the content of individual votes.29 Post-election auditing within 
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https://www.weareinnovation.global/no-lines-no-ballots-no-problem-estonias-i-voting-
power-play/ 
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the IVXV system employs an open-source audit application to 
mathematically verify the vote-counting process, including the mixing of 
votes through mixnets and their decryption, with the publication of a public 
log of anonymized ballots accompanied by cryptographic proofs of 
correctness. 

Despite these improvements, the issue of full verifiability of the system 
remains the subject of ongoing academic and political debate. Following the 
2023 parliamentary elections, OSCE/ODIHR observers and domestic 
monitoring groups argued that neither individual nor universal verifiability 
is consistently ensured in Estonia’s electronic voting system, rendering it 
non-compliant with the requirements of end-to-end verifiability, despite 
official claims.This issue has acquired significant socio-political resonance: 
after the controversial 2023 parliamentary elections, the level of public 
distrust in electronic voting reached 40%, leading to parliamentary 
obstruction that persisted into 2024.30 

A distinct dimension of the Estonian experience concerns the next 
stage of digitalization the introduction of smartphone-based voting. The 
Ministry of Justice of Estonia has prepared a draft law establishing basic 
requirements and a standardized framework for all forms of electronic 
voting, including voting via smartphones. However, the draft has faced 
substantial criticism, in particular from the National Electoral Committee, 
which has deemed such a rapid introduction of smartphone voting to be 
unfeasible, expressing concerns regarding the protection of the secrecy of 
the vote, the transparency of procedures, and the fundamental integrity of 
elections.31  

Thus, the Estonian experience demonstrates a fundamentally 
important phenomenon: the technical improvement of a system does not, 
in itself, resolve the legal challenges associated with ensuring electoral 
guarantees it merely transforms their form. Over the course of two decades, 
Estonia has consistently encountered the fact that each new level of 
technological security has generated new questions regarding verifiability, 
transparency, and the independence of auditing, which could not be 
resolved solely by technical means and required the parallel development of 
legal regulation. This experience confirms that the legal safeguards of 
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electronic voting should not be a by-product of technological solutions, but 
rather their normative framework condition. 

The Swiss experience of electoral digitalization represents a 
fundamentally different approach from that of Estonia one built on 
deliberate caution, gradual testing, and a willingness to step back even after 
partial success. Electronic voting in Switzerland began in 2003 in the 
Canton of Geneva, where residents of Anières cast their votes online for the 
first time, marking the country’s initial pilot project in electronic voting.32 
In the following years, the number of voters with access to electronic voting 
gradually increased; however, in 2019 the process was significantly slowed 
due to the identification of serious vulnerabilities in the system in use at that 
time.  

On 26 June 2019, the Federal Council instructed the Federal 
Chancellery, in cooperation with the cantons, to reassess the pilot phase of 
electronic voting. This reassessment focused on four key areas, and in 2020 
the Federal Chancellery and the cantons prepared a joint final report on the 
redesign and relaunch of the system. As a result of this process, the legal 
framework was updated: a partially revised Ordinance on Political Rights 
and a fully revised Federal Chancellery Ordinance on Electronic Voting 
entered into force on 1 July 2022.33 

A fundamentally new feature of the Swiss model following its relaunch 
has been the emphasis on full system verifiability and openness to 
independent oversight. Since 2020, Swiss Post has been developing a fully 
verifiable e-voting system at its IT center in Neuchâtel, and in 2021 it made 
the entire system publicly available for an indefinite period. Since then, the 
system and its functioning have been continuously examined and improved 
by independent experts acting on behalf of the Confederation, as well as by 
ethical hackers within the framework of a bug bounty program34 and public 
penetration testing exercises.35  

The relaunch took place in 2023: on 3 March 2023, the Federal Council 
granted the cantons of Basel-Stadt, St. Gallen, and Thurgau preliminary 
authorization to resume the testing of electronic voting. During the National 
Council elections of 22 October 2023, fully verifiable voting became possible 
for the first time through the Swiss Post e-voting system. However, the scale 
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remained limited: at the initial stage of testing, approximately 65,000 voters 
across all three cantons were granted access to online voting, representing 
only about 1.2% of the total Swiss electorate.36 

Despite the modifications introduced to the system, independent 
researchers continued to identify new vulnerabilities. In particular, in 
September 2023, researcher Andreas Kuster published a detailed technical 
report describing an attack via a browser plug-in that could covertly alter a 
voter’s selection during the voting process on 22 October 2023. The key legal 
issue he raised concerned whether this vulnerability violated the 
requirement set out in the Ordinance on Electronic Voting that a voter must 
be able to detect any intentional or unintentional misuse of their electoral 
rights. Swiss Post and the Federal Chancellery contested the classification 
of these vulnerabilities, which in itself is indicative of the legal uncertainty 
surrounding the security standards of electronic voting.37 

Thus, the Swiss model demonstrates that even the most thorough 
preparation, the openness of source code, and the use of bug bounty 
programs do not guarantee immunity from the emergence of new 
vulnerabilities. At the same time, it is precisely this openness that 
constitutes a fundamental distinction from situations in which problems are 
concealed: in Switzerland, vulnerabilities are identified, publicly disclosed, 
and addressed in the public domain, which serves as a functional 
precondition for maintaining public trust in the system. 

The Norwegian experience represents perhaps the most instructive 
example of how a state may consciously abandon the digitalization of 
elections even in the absence of catastrophic technical failures. Ten 
municipalities participated in the first pilot project in 2011. In 2014, the 
Ministry of Local Government and Modernisation decided to discontinue 
further pilot projects on internet voting. Given the lack of broad political 
support for the introduction of internet voting, the government concluded 
that it was not reasonable to continue investing time and resources in 
additional pilot initiatives.38  

In 2013, more than 250,000 Norwegians in 12 municipalities were 
given the opportunity to vote from home via the Internet. User feedback was 
predominantly positive. However, the decision to discontinue the initiative 
did not come from citizens, but from legislators. As then-Minister Jan Tore 
Sanner explained, there were political disagreements regarding the pilot 
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projects; at the same time, he emphasized that the confidence of political 
actors in the electoral system is of paramount importance in Norway. 
Consequently, the decisive factor proved to be not public trust, but the trust 
of politicians in the new voting system.39  

One of the key arguments “against” concerned a specific legal issue the 
risk of coercion in voting outside the polling station. During discussions in 
the Storting, it was noted that internet voting could lead to situations in 
which some voters might be compelled to vote for a particular party or 
candidate. Scholars observe that, at present, voters’ concerns are primarily 
focused on the secrecy of the vote outside the controlled environment of 
polling stations and are not directly related to technology as such they would 
apply equally to postal voting.40 

Particular significance attaches to the Norwegian government’s 
assessment of the comparative advantages of voting systems, as set out in a 
sector-specific study. Norway’s paper-based electoral system received the 
highest ratings in terms of transparency and auditability, as observers are 
able to monitor all stages of the electoral process. In electronic and internet-
based systems, stages that are readily observable in a paper-based system 
such as the counting and verification of votes are less accessible to 
observers, while the relevant data are stored in a secure form and can be 
verified only by specialists. Moreover, internet-based systems were assessed 
as the weakest in terms of security, since voting in an uncontrolled 
environment complicates the verification that the correct individual is 
casting the vote and that the vote remains secret.41  

The Norwegian experience is unique in that the abandonment of 
electronic voting did not occur under the pressure of technical failures, but 
rather as a result of a rational legal and political assessment, which 
concluded that, in the context of an already accessible and well-functioning 
traditional system, the additional risks associated with electronic voting 
were not justified by the added convenience. 

 
39 B. Amundsen, No more online voting in Norway / B. Amundsen, N. Bazilchuk // 

ScienceNorway.no. – 2019. – 12 September. URL:  
https://www.sciencenorway.no/election-politics-technology/no-more-online-

voting-in-norway/1562253 
40 V. Guzun, Internet Voting: The Reality of Our Times / V. Guzun, K. Tammearu, 

A.-M. Stancu, A. Balmoș; coord. S. Boghean; ed. J. Goldman. – Chisinau; Bucharest; 
Tallinn; Brussels: European Liberal Forum; Friedrich Naumann Foundation for Freedom, 
2020. – 40 p. – URL: https://www.freiheit.org/sites/default/files/import/2020-
12/24877-internet-voting-reality-our-timesfnf-iv-preview.pdf 

41 Knowledge acquisition on electronic and internet-based solutions for voting. URL: 
https://www.regjeringen.no/contentassets/f7c349a901bf49598a4f28cbbe4a8d5c/knowle
dge-acquisition-on-electronic-and-internet-based-solutions-for-voting.pdf 



18 Cogito – Multidisciplinary Research Journal 119 

The Netherlands represents yet another type of scenario the 
abandonment of electronic voting following a public demonstration by civil 
society of the unacceptable level of security in the systems in use. In 2006, 
the Dutch civic organization “Wij vertrouwen stemcomputers niet” (“We do 
not trust voting computers”) conducted a public demonstration of 
vulnerabilities in the Nedap ES3B voting machines. In its report, the 
organization explained how the system operated, described the software it 
had developed to analyze it, and provided detailed evidence of how anyone 
could obtain complete and undetectable control over election results if they 
had access to the devices for even a short period prior to the elections. The 
report also demonstrated that the system’s electromagnetic emissions could 
be detected from several meters away, making it possible to infer how 
individuals had voted.42  

Accordingly, scholars concluded that the Nedap ES3B machine was 
unsuitable for use in elections, that the Dutch regulatory framework on 
electronic voting at the time did not adequately address security concerns, 
and that insufficient attention had been paid to issues of trust and 
verifiability inherent in DRE-type machines. 

The legal consequences proved to be radical. On 1 October 2007, the 
Amsterdam District Court decertified all NEDAP voting machines used in 
the Netherlands. On 21 October 2007, the 1997 Regulation on the approval 
of voting machines was formally repealed by parliament. Notably, a similar 
situation had arisen in Ireland as early as 2004, when the country 
abandoned electronic voting after it became impossible to guarantee the 
secrecy and accuracy of the vote.43 

The Dutch precedent is of fundamental legal significance, as it 
demonstrates that the abolition of electronic voting may represent not a step 
backward, but an expression of the maturity of a legal system capable of 
revising its own decisions on the basis of evidence. The key conclusion 
drawn from the Dutch experience was that not all aspects of security can be 
ensured through technical means, and that voter trust cannot be substituted 
by technical safeguards: a voter should not be required to place complete 
trust in a single institution, but should instead be assured that problems 
could arise only in the event of malicious collusion among all entities 
involved. 
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The analysis of the experiences of four states Estonia, Switzerland, 
Norway, and the Netherlands makes it possible to formulate a balanced 
legal position on the digitalization of elections, one that does not amount 
either to unconditional endorsement or to a blanket rejection. Among the 
undeniable advantages of electronic voting, two are particularly noteworthy. 

First, it enhances the accessibility of voting for marginalized groups, 
including voters residing abroad, persons with disabilities, and residents of 
remote regions. In 2023, 79.9% of Estonian voters casting ballots from 
abroad made use of electronic voting44, which indicates a fundamental 
expansion in the exercise of active suffrage in conditions of increasing global 
mobility. Second, it enables a significant reduction in administrative costs 
and the time required for vote counting. According to estimates, the total 
time savings during the 2011 Estonian parliamentary elections amounted to 
11,000 working days, which is equivalent to approximately EUR 504,000 in 
terms of average wages.45 

By contrast, the negative features identified in comparative practice are 
systemic in nature and cannot be eliminated solely through technical 
means. The key problem remains the structural opacity of the digital 
electoral process: whereas in a paper-based system any voter can observe 
the counting of votes, the verification of electronic voting results is 
accessible only to a limited circle of technical specialists, which 
fundamentally undermines the principle of public oversight of elections. 
Stages that are easily observable in a paper-based system such as the 
counting and verification of votes are significantly less accessible to 
observers in electronic systems, and the relevant data can be verified only 
by experts.  

A second, no less serious problem is the risk of centralized 
manipulation. Only a small number of trusted individuals are involved in 
the administration of the voting process, making the system more 
dependent on specific actors than the traditional paper-based system, where 
votes are processed locally by electoral officials at the precinct level.46. 
Finally, voting in an uncontrolled home environment fundamentally 
precludes the full protection against coercion: a voter casting a ballot at 
home under the observation of third parties is deprived of the level of 
secrecy afforded by the isolation of a voting booth. 
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The comparative analysis clearly confirms the thesis advanced at the 
outset of this study: achieving equivalence between electronic and 
traditional voting is not merely a formal matter, but a substantive one, and 
requires not only technological solutions but also a specifically designed, 
autonomous legal regime capable of adequately responding to the evolving 
nature of technological risks. 

 
Prospects for the Digitalization of the Electoral Process in Ukraine 
The issue of digitalizing the electoral process occupies a distinctive 

place in Ukraine, determined not only by theoretical interest but also by an 
acute practical necessity shaped by circumstances unprecedented in the 
contemporary electoral practice of democratic states. Millions of forcibly 
displaced persons, large-scale wartime migration, hundreds of thousands of 
military personnel on the front line, and the destruction of electoral 
infrastructure have transformed the question of alternative forms of voting 
particularly electronic voting from a subject of academic debate into one of 
the central pillars of post-war constitutional reconstruction. 

The history of attempts to introduce electronic voting in Ukraine is 
relatively long. As early as June 2011, draft law No. 8656 “On the Concept 
for the Introduction of an Electronic Voting System” was registered in 
parliament; however, it was withdrawn shortly thereafter, on 3 November 
2011.47  

A further significant step was taken in 2017, when the Cabinet of 
Ministers of Ukraine adopted a resolution approving the Concept for the 
Development of E-Democracy in Ukraine, along with an action plan for its 
implementation. Although these documents envisaged the drafting and 
submission, in due course, of a Law of Ukraine “On Electronic Voting” for 
consideration by the Cabinet of Ministers in the third quarter of 2020, such 
a draft law has not, to date, been developed.48 

In parallel with these efforts, on 26 January 2021 the Verkhovna Rada 
adopted the Law “On the All-Ukrainian Referendum” (No. 1135-IX), which 
became the first legislative act to formally provide for the possibility of 
electronic voting in Ukraine. However, this provision was clearly declarative 
in nature: in its final version, the norms on electronic voting became 
effectively a “dead letter,” while the transitional provisions stipulated that 
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their implementation would require the adoption of a separate law on 
electronic voting.49 In parallel with these efforts, on 26 January 2021 the 
Verkhovna Rada adopted the Law “On the All-Ukrainian Referendum” (No. 
1135-IX), which became the first legislative act to formally provide for the 
possibility of electronic voting in Ukraine. However, this provision was 
clearly declarative in nature: in its final version, the norms on electronic 
voting became effectively a “dead letter,” while the transitional provisions 
stipulated that their implementation would require the adoption of a 
separate law on electronic voting.50 

The central legal barrier to any form of remote, and in particular 
electronic, voting in Ukraine is Article 71 of the Constitution, which provides 
that elections to state authorities and local self-government bodies are free 
and are held on the basis of universal, equal, and direct suffrage by secret 
ballot, with voters guaranteed the free expression of their will. It was 
precisely this provision that led the Verkhovna Rada working group on 
electoral legislation to reject the idea of voting via the “Diia” application: the 
proposal was removed from consideration on the grounds that it conflicted 
with Article 71 of the Constitution, particularly with respect to the 
requirements of free and, above all, secret voting, which are effectively 
undermined by the identification mechanisms embedded in the “Diia” 
system.51 The constitutional problem lies in the fact that digital 
identification, which constitutes a technical prerequisite for any form of 
verifiable online voting, inherently links the identity of the voter to the vote 
cast, thereby undermining the secrecy of the ballot in its constitutional 
sense. 

At the same time, Russia’s full-scale invasion has fundamentally 
altered the context of this debate, giving the issue of electoral digitalization 
an entirely new dimension. Despite the constitutional prohibition of 
elections under martial law, the question of organizing voting after its 
termination has become particularly acute. One of the greatest challenges 
will be the updating of the State Register of Voters, given the large number 
of internally displaced persons, some of whom remain unregistered. An 
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additional challenge concerns the millions of Ukrainians residing abroad, 
for whom the organization of the voting process presents a complex task. 
Even during the 2019 presidential elections, the number of polling stations 
abroad proved insufficient.52 

In response to this challenge, the Council of Europe, at the request of 
the relevant committee of the Verkhovna Rada, prepared and presented a 
dedicated study on 2 December 2024. The conclusions and 
recommendations of the study are based on a legal and factual assessment 
of the current situation in Ukraine, international legal standards and 
recommendations of the Council of Europe, the current state of scientific 
and technical expertise, as well as the existing experience of implementing 
and using internet voting in other countries.53 The conclusions of the study 
proved far from unequivocal: organizing internet voting for the first post-
war elections would require a robust system capable of ensuring both 
verification and verifiability at all stages confirming that the vote is cast as 
intended, recorded without alteration, correctly included in the final tally, 
and cast by an eligible voter while also incorporating safeguards against 
vote-buying. At the same time, Council of Europe experts emphasized a 
fundamental requirement: if the system and its threat model remain 
insufficiently mature, this constitutes a strong indication that it is not yet 
ready for use in elections.54  

The position of the Central Election Commission is indicative. In one 
of his interviews, the Chair of the Central Election Commission, Oleh 
Didenko, confirmed that the working group initially focused on three 
options: internet voting, postal voting, and voting through additional 
polling stations established outside diplomatic institutions.55 However, the 
position of the Central Election Commission itself has proven to be largely 
skeptical toward electronic voting. In 2025, the mobile applications of two 
major Ukrainian banks were temporarily disrupted due to cyberattacks 
attributed to Russia; there were also significant interruptions in mobile 
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communications, and the websites of the Verkhovna Rada, the Central 
Election Commission, and the National Bank were targeted by attacks.56 

It is precisely the security dimension that constitutes a specific factor 
for Ukraine, fundamentally distinguishing its situation from the experiences 
of all the countries discussed above. None of these states neither Estonia, 
nor Switzerland, nor Norway has introduced or tested electronic voting 
under conditions of ongoing, targeted cyberattacks by an aggressor state 
with both the proven capacity and documented intent to interfere in 
electoral processes. This factor transforms the general risk of manipulation, 
inherent in any electronic voting system, into a concrete and immediate 
threat in the context of hybrid warfare. 

On 7 January 2026, the Central Election Commission adopted 
Resolution No. 1, which includes a draft Law “On the Peculiarities of 
Ensuring the Organization and Conduct of Nationwide Elections after the 
Termination or Lifting of Martial Law in Ukraine.” The CEC presented a 
framework model for post-war elections, encompassing a six-month 
interval following the end of martial law, the sequencing of elections, the 
participation of internally displaced persons, military personnel, and voters 
abroad, as well as restrictions on candidates associated with Russia.57 With 
regard to voters abroad, it is planned to establish additional polling stations 
beyond embassies and consulates: citizens will be able, prior to the 
commencement of the electoral process, to submit a declaration of their 
residence abroad and their intention to vote.58 Electronic voting is not 
envisaged in this draft as a mechanism for the exercise of electoral rights. 

On 22 December 2025, the Chair of the Verkhovna Rada of Ukraine 
established a Working Group tasked with preparing comprehensive 
legislative proposals on the specific procedures for organizing and 
conducting elections during a special period. The Working Group comprises 
more than 60 participants and operates through specialized subgroups, 
each addressing particular issues, including voting by military personnel, 
election administration, and voting by citizens abroad. The work is based on 
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a draft law prepared by the Central Election Commission.59  As of March 
2026, the draft law on the first post-war elections is approximately 65% 
complete, and at least another month and a half will be required to finalize 
the text. Issues related to the regulation of cryptocurrencies in the electoral 
process and countering Russian interference require additional time and 
further study of European experience.60  

Based on the analysis conducted, a generalized model of the 
relationship between preconditions, barriers, and directions of the 
digitalization of the electoral process in Ukraine is proposed, as presented 
in Table 1 (see Table 1). 

 
Model of the Relationship between Preconditions, Barriers, and 

Directions of the Digitalization of the Electoral Process in Ukraine 
Group of 
factors 
 

Specific 
manifestation 
in Ukraine 
 

Legal/Institutional 
Issue 

Risks Proposed 
Direction 
for 
Resolution 

Socio-
demographic 

Millions of 
internally 
displaced 
persons (IDPs), 
large-scale 
external 
migration 
 

Inability to ensure 
access to polling 
stations 
 

Exclusion of a 
significant 
portion of the 
electorate 

Expansion of 
the network of 
polling 
stations 
abroad, prior 
voter 
registration 
 

Consequences 
of armed 
aggression 

Destruction of 
infrastructure, 
mobilization 
 

Inability to conduct 
elections in the 
standard format 
 

Disruption of 
the electoral 
process 
 

Special 
regime for 
post-war 
elections 
 

Constitutional 
constraints 

Article 71 of the 
Constitution 
(secrecy, 
freedom of the 
vote) 
 

Incompatibility of 
online voting with the 
secrecy of the ballot 
 

Violation of 
the 
fundamental 
principles of 
electoral law 

Refraining 
from e-voting 
at the initial 
stage 

Technological 
preconditions 

“Diia,” state 
registers, digital 
identification 
 

Absence of a 
dedicated law 

Fragmentation 
of regulation 

Adoption of a 
dedicated law 
on digital 
electoral 
procedures 

 
59 S. Ostapa, Post-War Elections in Ukraine: What the Working Group Has Already 

Developed. URL: https://vybory.detector.media/2026/03/20/povojenni-vybory-v-
ukrajini-scho-vzhe-napratsyuvala-robocha-hrupa/ 

60 A. Steshenko, Matiash T. Draft Law on the First Post-War Elections Is 65% Ready, 
Aivazovska Says. URL: 

https://lb.ua/news/2026/03/23/728754_zakonoproiekt_pro_pershi.html 



 Vol. XVIII, no. 3/September, 2026 25 126 

 

Cybersecurity Actual 
cyberattacks on 
banks and 
public 
authorities 

Low resilience of 
systems under 
wartime conditions 

Manipulation 
of electoral 
results 

Strengthening 
cybersecurity 
prior to any 
digitalization 

Practical 
challenge 

More than 6 
million voters 
abroad 
 

 
Organizational 
incapacity 
 

Restrictions 
on electoral 
rights 

Combined 
model (offline 
+ auxiliary 
digitalization) 

Table 1 
 
Thus, Ukraine finds itself in a situation where the issue of electoral 

digitalization has acquired an existential dimension, while technical, 
constitutional, and security barriers to electronic voting remain substantial. 
The current practical consensus among institutional actors involved in the 
legislative process is to refrain from internet voting as a mechanism for the 
first post-war elections, opting instead for the expansion of the network of 
polling stations abroad. This decision appears pragmatic; however, it does 
not resolve the fundamental question of how to ensure the effective exercise 
of active suffrage for at least six million Ukrainian citizens residing outside 
the country within timeframes and budgetary constraints that are realistic 
for a state undergoing reconstruction. Addressing this challenge requires a 
comprehensive legislative framework, which remains under development. 

 
Conclusions 
The conducted study provides grounds to assert that the digitalization 

of the electoral process is not merely another stage of technical 
modernization, but a profound transformation of the very mechanism of 
popular sovereignty, one that reshapes the structure of interaction between 
the state, the voter, and the procedure of electoral expression. Its nature lies 
not in the substitution of analogue instruments with digital ones, but in the 
rethinking of the fundamental characteristics of the electoral process, 
including the means of ensuring the secrecy of the vote, the verifiability of 
results, and trust in institutions. From this perspective, technology ceases 
to be a neutral tool and acquires normative significance, influencing both 
the substance and the exercise of electoral rights. 

The analysis of European experience convincingly demonstrates the 
absence of a universal model of electoral digitalization that could be directly 
implemented in national legal systems. Divergent practices ranging from 
institutionally integrated models of internet voting to the rejection of 
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electronic elements in favor of strengthening traditional procedures 
indicate that the decisive factor for success is not the level of technological 
sophistication, but the system’s capacity to ensure verifiability of results, 
independent oversight, and reproducibility. This makes it possible to 
formulate the proposition that technological innovation in the electoral 
process is acceptable only insofar as it is embedded within mechanisms of 
public control and institutional accountability. 

A fundamentally important conclusion is that the central challenge of 
electoral digitalization lies not so much in the risk of technical failures or 
cyberattacks, but in the risk of undermining trust in the electoral process as 
an institution. In contemporary conditions, trust functions as a key 
precondition of electoral legitimacy, as it ensures societal acceptance of 
election results. Without such trust, even technically flawless elections may 
lose their meaning. 

Digital technologies further complicate this situation, as the electoral 
process becomes less transparent to the average voter: a significant portion 
of procedures is transferred into a technical domain that is difficult to verify 
without specialized knowledge. As a result, a gap emerges between how the 
system actually operates and how it is perceived by citizens. Consequently, 
trust depends not only on the actual reliability of the system, but also on the 
extent to which it is transparent and understandable to the public. 

In this regard, digital electoral solutions should be assessed not only in 
terms of their efficiency or convenience, but primarily in terms of whether 
they strengthen trust in elections. This implies that systems must be 
designed in a way that allows for their verification, that clear and accessible 
mechanisms of oversight are in place, and that, in case of doubt, it is possible 
to ascertain the correctness of the results. Otherwise, digitalization may not 
resolve existing problems, but rather exacerbate distrust in the electoral 
process. 

For this reason, it appears appropriate to adopt a phased model for the 
digitalization of the electoral process. At the initial stage, emphasis should 
be placed on auxiliary digital solutions such as improving the voter register, 
implementing electronic identification, enhancing digital voter 
information, and introducing automated vote counting with the possibility 
of independent verification. At subsequent stages, limited testing of more 
advanced instruments may be conducted in controlled environments, 
accompanied by mandatory independent auditing and public evaluation of 
results. An essential condition should be the openness of software, the 
involvement of independent experts in system verification (including 
through mechanisms such as bug bounty programs), and the preservation 
of alternative procedures for controlling electoral outcomes. Such an 
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approach would enable the gradual introduction of digital tools without 
undermining trust in the electoral process. 

The study also allows for a clearer articulation of the key contradiction 
underlying the contemporary debate on electronic voting: the tension 
between expanding accessibility and ensuring security and effective 
oversight. On the one hand, digital technologies indeed facilitate 
participation in voting and enable the inclusion of broader groups of voters, 
including those residing abroad or facing limitations in physical access. On 
the other hand, the very shift of voting beyond the controlled environment 
of polling stations generates additional risks such as the possibility of 
external influence on voters, difficulties in ensuring the secrecy of the ballot, 
and constraints on the ability to verify the correctness of results. 

This contradiction is not limited to technical aspects, as it is directly 
linked to the substance of the constitutional principles of electoral law. It 
concerns the need to simultaneously ensure equality, freedom, and the 
secrecy of the vote, which, within a digital environment, may come into 
tension with one another. For this reason, it cannot be fully resolved 
through technological means alone any solution necessarily involves a 
certain balance among these principles. 

Accordingly, the task should not be understood as the search for an 
“ideal” technology capable of eliminating all risks, but rather as the 
development of legal and organizational approaches that minimize their 
negative consequences. This entails, in particular, limiting the use of the 
most risky forms of remote voting at the initial stages, preserving the 
possibility of alternative voting in controlled environments, and introducing 
additional procedures for oversight and verification of results. It is essential 
that any expansion of accessibility be accompanied by a corresponding 
strengthening of security guarantees, rather than replacing them. 

Thus, the digitalization of elections should be based on the principle of 
a cautious balance: increased accessibility is justified only insofar as it does 
not lead to a reduction in the level of protection of electoral rights and does 
not undermine trust in electoral outcomes. It is precisely such an approach 
that allows the reconciliation of efficiency requirements with democratic 
legitimacy in the context of new technologies. 

In this regard, it is argued that a transition to a functional approach in 
the legal regulation of digital elections is appropriate, whereby the core 
principles of electoral law are understood not as formal requirements, but 
as outcome-oriented criteria that must be achieved regardless of the 
technological form of their implementation. This approach enables the 
development of a new model of safeguards, within which the protection of 
secrecy, equality, and freedom of electoral expression is ensured through a 
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combination of legal norms, technical mechanisms, and institutional 
oversight procedures. 

On this basis, it is proposed to view the introduction of digital elements 
into the electoral process as a phased endeavor, prioritizing the 
implementation of auxiliary technologies such as digital identification, 
electronic voter registration, automated vote counting, and transparent 
publication of results followed by an evaluation of their impact on the 
legitimacy of the electoral process. 

For Ukraine, these conclusions acquire particular significance in the 
context of wartime and post-war development, where the digitalization of 
elections emerges not only as a tool for enhancing accessibility especially for 
citizens residing abroad but also as an element of restoring and 
strengthening democratic institutions. In this regard, the determining 
factor is not the pace of technological implementation, but its alignment 
with the value foundations of popular sovereignty and its capacity to 
integrate into the system of public trust. 

In summary, the digital transformation of the electoral process should 
proceed not according to the logic of technological expediency, but прежде 
всего with due regard to the requirements of democratic legitimacy. A high 
level of digitalization in itself is not an indicator of the quality of elections. 
What is decisive is whether new technologies ensure the genuine 
preservation of the substance of electoral rights particularly the secrecy of 
the vote, the freedom of electoral expression, and trust in electoral 
outcomes. 

Accordingly, the further development of digital electoral practices 
should be guided by a simple yet fundamental principle: technology must 
serve democracy and reinforce it, rather than alter its substance or compel 
democratic procedures to adapt to technological constraints. It is precisely 
the ability to maintain this balance that will determine whether the 
digitalization of elections becomes a factor of their strengthening or, 
conversely, a source of new risks. 
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