DIGITAL TRACEOLOGY: A UNIFIED VISION FOR THE
EXAMINATION OF ELECTRONIC TRACES IN
FORENSIC SCIENCE

Iurie Odagiu*
criminalistic@gmail.com

Abstract: This article presents a fundamental conceptual reassessment of
criminalistics, with particular emphasis on the investigation of electronic traces.
A central thesis of the article is that the term “Digital Criminalistics” should be
abandoned and that all research concerning electronic evidence should be unified
under the new concept of “Digital Traceology.” This discipline would constitute a
separate component of Forensic Technology, grounded in the fundamental
principles of traceology and adapted to the cyberspace. The paper investigates
the theoretical foundations of this proposal, drawing upon the universal principle
of the trace. A clear delineation of the field of “Digital Traceology” is provided, the
various types of electronic evidence are analyzed, and the necessity of developing
specialized methodologies is underscored. The potential benefits of this
conceptual unification are analyzed, including terminological simplification,
theoretical coherence, and closer integration with other branches of
criminalistics. Simultaneously, the article acknowledges substantial challenges,
particularly in relation to standardization, specialist training, and the broader
academic and professional acceptance of the proposed framework.
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Introduction

The necessity of a conceptual reassessment of electronic trace analysis
in criminalistics. The accelerated digital transformation of contemporary
society has triggered a profound transformation of the criminal
environment, alongside a corresponding evolution in the methods of
criminal investigation. Electronic devices such as computers, smartphones,
IoT systems?, cloud infrastructures, and distributed networks have become
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t The Internet of Things (IoT) refers to the set of physical devices interconnected
through electronic communication networks, capable of collecting, transmitting, and, in
certain cases, autonomously processing data via sensors and integrated software systems.
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nearly inherent extensions of human activity. Every action undertaken in
the digital environment inevitably results in detectable modifications within
information systems, leaving behind electronic traces subject to
examination and interpretation.

This reality has led to the emergence of a field known as “digital
criminalistics” or “digital forensics.” Although highly dynamic and
technologically advanced, this field has developed largely in a pragmatic and
technical direction, with a predominant focus on software tools, data
extraction procedures, and operational standards. Nevertheless, its
theoretical foundations have, in many instances, not been adequately
integrated into the overall system of classical criminalistics.

The literature reflects a coexistence of multiple terms related to the
examination of digital traces, including “digital criminalistics,” “computer
expertise,” “digital investigations,” “information analysis,” “computer
forensics,” and “digital evidence examination.” This diversity reflects the
historical development of the field, yet it also produces conceptual
fragmentation, in which the study of electronic traces is regarded either as
an independent discipline or as a peripheral technical specialization,
without a clear systemic foundation within forensic identification theory
and forensic techniques.

The central issue to be addressed is whether the study of electronic
evidence should be conceived as a distinct discipline or as a methodological
extension of the fundamental principles underlying trace formation and
interpretation in criminalistics. The core hypothesis of the present study is
that electronic traces do not form an ontologically separate category from
classical traces, but rather constitute a particular expression of the same
causal determinism underlying all human activity. From this perspective,
digital evidence analysis should not be treated as a separate discipline, but
rather integrated coherently into traceology as a distinct compartment of
forensic technology known as “Digital Traceology.”

This proposal goes beyond mere terminological reformulation, aiming
instead at a systemic reconstruction. The integration of electronic trace
analysis within the field of traceology implies:

- recognition of the dual material and informational character of the
digital trace;

- extension of the principles explaining the formation of material traces
to the analysis of traces produced in information systems;

- implementation of an integrated analysis of physical and digital
evidence, so that both are assessed within a common investigative
framework.

These devices continuously generate digital information that, in a judicial context, may
constitute electronic traces subject to forensic examination.
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The need for such a reconceptualization is based on several
considerations. First of all, technological dynamics result in an exponential
growth of data, and their investigation cannot remain limited to a purely
instrumental approach. In the absence of a solid theoretical foundation,
practice risks becoming dependent on software tools and losing
epistemological coherence. Secondly, the excessive autonomy of “digital
criminalistics” may lead to methodological fragmentation across forensic
technology disciplines, undermining the proper integration of evidence
within criminal proceedings. Thirdly, from the perspective of the judicial
system, the legitimacy and probative force of expert conclusions depend not
solely on the technical performance of the instruments employed, but also
on the coherence of the underlying scientific and theoretical framework.
Hence, the present study sets out to:

— investigate the theoretical underpinnings of the formation and
interpretation of digital traces within criminalistics;

— investigate the ontological status of the digital trace;

— undertake a critical appraisal of the theoretical concept of “digital
criminalistics”;

— establish the theoretical and doctrinal basis of the concept of “Digital
Traceology”;

— outline the implications of this reconceptualization for forensic
methodology and judicial practice.

The methodology applied is predominantly doctrinal and analytical,
based on the comparative examination of established concepts in the
general theory of criminalistics, in the field of forensic technology, and in
current standards regarding the investigation of digital traces. The analysis
is performed in a systemic manner, focusing on the internal coherence of
the argumentation and its consistency with the principles of contemporary
criminal procedure.

This approach does not aim to reject the significant contributions of
“digital forensics,” but rather to integrate them into a broader theoretical
structure reflecting the evolution of forensic science.

Discussions and analyses. The theoretical foundations
governing the formation and analytical examination of traces
within criminalistics. Forensic activity is based on the analysis of
objective modifications occurring in the environment in which an incident
occurred. Within classical doctrine, these modifications are defined as
traces and form the core element in the reconstruction of the mechanism by
which the act was committed, as well as in the establishment of the factual
circumstances in criminal proceedings.
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In Romanian academic literature, trace formation is explained by
causal determinism and by the interaction between the offender and the
material environment. Thus, any criminal activity generates objective and
verifiable changes in the surrounding environment, which may be detected
and interpreted through scientific methodology. According to the author
Stancu Em., “all unlawful acts of humans, as indeed any human activity,
generate transformations or changes that, from a forensic point of view, are
objectified as traces of the offence. The material reflection of the criminal
act is one of the core premises of forensic investigation, it being almost
universally accepted that no crime can occur without leaving traces”.
Similarly, Mircea I. emphasizes that a trace constitutes “any material
alteration produced at the scene of the commission of the act which may
prove useful for forensic investigative purposes”s. Broadly speaking, a trace
can be defined as the material expression of a concrete interaction resulting
from a human action.

These formulations do not constitute mere empirical descriptions, but
instead reflect a more profound epistemological conception founded on
causal connections. Causal linkage (causal determinism) entails an
objective connection between an act and the effects produced by it. Within
the forensic context, this linkage is expressed through the formation of
traces.

According to Eastern European doctrine (the theory of forensic
identification), reflectivity explains the mechanism by which criminal
activity is “projected” into the material environment as detectable
modifications. The authors Ionescu L. and Sandu D. state that “reflectivity
consists in the property of material systems to reproduce the characteristics
of interconnected objects, referring, on the one hand, to the trace as a result
of external action, and, on the other hand, to the response reaction to this
action.” In most cases, reflectivity is understood as the outcome of the action
of one object upon another. This reflection is not metaphorical, but rather
the result of physical interaction between bodies and systems”.4

In a similar manner, Anglo-Saxon forensic literature defines material
evidence as “physical evidence,” namely remnants of previous activities that
allow for the determination of facts and their correlation with the
individuals involved. Accordingly, the concept of a trace (known as “physical
evidence” or “traces”) is founded on Locard’s exchange principle. This
principle, essential to the investigation of crimes, asserts that “every contact

2 K. Stancu Treatise on Criminalistics, 6th revised edition, Bucharest: Universul
Juridic Publishing House, 2015, p. 39.

3 I. Mircea, Criminalistics, Lumina Lex Publishing House, Bucharest, 1999, p. 56.

4 L. Ionescu, D. Sandu Forensic Identification, 2nd revised edition, Bucharest: C.H.
Beck Publishing House, 2011, pp. 53—56.
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leaves a trace”s, implying that an offender will always leave something at the
scene of the offence and will also carry something away from it. Other
relevant authors also address the context in which traces are used in judicial
reconstruction. Gardner and Bevel explain that crime scene reconstruction
involves the assessment of the scene context and the physical evidence
found there, in order to determine what happened and the sequence in
which it occurred.®

The authors Chisum J. and Turvey B. introduce the notion of “holistic
crime reconstruction,” defined as the development of actions and
circumstances based on the system of discovered evidence, where each
“piece” is interdependent.”

In conclusion, a trace may be defined as an objective material
manifestation, ranging from macroscopic to microscopic dimensions,
capable of establishing relationships between the victim, the suspect, and
the crime scene through scientific investigation.

Despite differences in terminology, the underlying idea is identical:
every event generates material effects that are susceptible to subsequent
examination. This doctrinal convergence indicates that trace analysis is not
a regional characteristic of continental criminalistics, but a fundamental
component of evidentiary science.

In his influential works, P. Kirk, a pioneer of modern forensic science,
asserted that “physical evidence cannot err, cannot give false testimony, and
cannot be wholly absent.” Only the interpretation of the evidence may be
flawed. Only human incapacity to identify, analyze, and comprehend may
reduce its evidentiary value.”® His assertion is based on the principle that
interaction inevitably leads to objectively observable effects.

Although contemporary digital forensics literature employs different
terminology, the underlying idea is conceptually equivalent. Casey E. points
out that he had previously defined digital evidence as any data that may
establish the commission of a crime or connect a crime with its victim or
perpetrator. In the third edition of the monograph Digital Evidence and
Computer Crime, the author extends this definition to include evidentiary
dimensions, defining digital traces as any data stored or transmitted
through a computer that support or refute a theory regarding the manner in

5 E. Locard, Manual of Police Technique, Poyot Publishing, Paris, 1948, p. 68.

6 G. Ross, B. Tom, Practical Crime Scene Analysis and Reconstruction. Boca Raton:
CRC Press, 2009, p. 14.

7 Ch. Jerry, T. Brent, Crime Reconstruction, 2nd ed., Academic Press (Elsevier),
Amsterdam, 2011, pp. e1—e2 and e7—e8.

8 P. Kirk, Crime Investigation: Physical Evidence and the Police Laboratory. New
York: Interscience Publishers, 1953, p. 4.
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which an offence was committed, or that pertain to critical elements of the
offence, such as intent or alibi.?

Although digital evidence is often viewed as virtual entities (data bits),
the authors emphasize that it is conceptually equivalent to physical evidence
in traditional criminalistics. Locard’s exchange principle (every contact
leaves a trace) applies both in the physical domain and in the digital one. In
the digital environment, interaction between a user and an information
system generates data exchanges that leave behind “behavioral traces.”
Material traces, as well as digital data, do not emerge on their own; they
result from concrete interactions. For example, web browsing leaves files in
cache memory and records in the browser history, which can be used to
demonstrate premeditation or presence at the scene of the crime. Similarly
to fingerprints and DNA, digital evidence possesses characteristics that
permit “individualization” (attribution to a specific source) or
“classification” (association with a class of similar objects). For example, an
email header may include the IP address (serving as a proxy for a network
location) and the MAC address (serving as a unique hardware identifier). In
conclusion, Casey E.’s view incorporates digital data within the strict
framework of forensic science, considering it objective evidence of human
behavior that can reconstruct events with precision comparable to
conventional material evidence.

Carrier B. provides a profound technical perspective on the generation
of traces, framing the computer as a “finite-state machine.” According to his
perspective, state changes express the principle that every action in a system
causes a transition between states. Forensic research is essentially the
process of identifying these modifications to reconstruct the system’s
“history.” He makes a distinction between primitive history, consisting of
low-level computations and stored bits, and complex histories, which
correspond to user-perceivable events such as saving a file. According to
Carrier B., a digital investigation consists of developing and testing
hypotheses regarding digital events, looking for evidence that either
confirms or falsifies a given hypothesis (the falsification process). He
defines digital evidence strictly in terms of its capacity to confirm or
disprove a hypothesis about the state of digital data. The author highlights
that any action performed within a digital system leads to changes in its
state, while forensic analysis entails the identification and interpretation of
these modifications?o.

9 E. Casey, Digital Evidence and Computer Crime: Forensic Science, Computers, and
the Internet. 3rd ed. Amsterdam: Academic Press (Elsevier), 2011, p.7.

10 B, Carrier, File System Forensic Analysis. Boston: Addison-Wesley Professional,
2005, pp. 15-16, 21.
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It can therefore be observed that Western authors, while not explicitly
employing the concepts of classical traceology, operate under the same
premise: interaction produces objective changes in a system, which reflect
the activity carried out and, through their persistence over time, may be
subjected to forensic analysis.

The identification value of the trace. An essential aspect of
evidentiary value is the ability of a trace to reflect the specific (individual)
characteristics of the object that created it.

According to Eastern European doctrine, this notion is connected to
the possibility of identifying entities through their unique characteristics®.
Within the physical medium, these consist of striations in ballistic marks,
graphic features in handwriting analysis, papillary configurations in
dactyloscopic identification, and so on.

Within Anglo-Saxon literature on digital forensics, the process of
individualization or identification is commonly termed “attribution,”
referring to assigning an action to a specific user or device, as well as
“artifact correlation,” which involves linking multiple technical traces to
establish a connection between the act and the offender. According to Casey
and other authors, identification is carried out by linking multiple technical
and contextual elements, rather than relying on one isolated indicator2.
Therefore, despite differences in terminology, the underlying cognitive
mechanism is similar: the features of the trace make it possible to link it to
a defined source.

A comparative analysis indicates that there is no ontological
discontinuity between physical traces and digital ones. The differences
relate to the environment in which they manifest and the tools used for
analysis, rather than the underlying mechanism of formation.

International technical standards such as ISO/IEC 270373 and the
NIST SP 800-864 guidelines establish procedures for the identification,
collection, and preservation of digital traces. These documents assume that

1 R, Blahuta, O. Harasymiv, O. Dufenyuk, et al. Criminalistics: A Coursebook; under
the general editorship of Ye. V. Pryakhin. 4th revised and enlarged edition. Lviv: Lviv State
University of Internal Affairs, 2023, pp. 54—56.; H. Malevski, V. Shepitko (eds.), Textbook
of Criminalistics. Vol. 1: General Theory. Kharkiv: Apostille Publishing House, (2016), pp.
204-208.

2 E, Casey, cited works, p. 26.

13 ISO/IEC 27037:2012 (Edition 1, 2012), Information Technology — Security
Techniques — Guidelines for Identification, Collection, Acquisition and Preservation of
Digital Evidence. https://www.iso.org/standard/44381.html

14 K. Kent, S. Chevalier, T., Grance Hung Dang, Guide to Integrating Forensic
Techniques into Incident Response. NIST SP 800-86. National Institute of Standards and
Technology Gaithersburg, 2006,

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf
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operations carried out in a computer system generate traceable changes,
which must be protected to maintain their integrity for use as evidence.

Fundamentally, “digital evidence” in Western scholarly literature
refers to the informational expression of transformations occurring in a
material carrier. This finding confirms that digital evidence investigation
can be interpreted as an extension of the mechanisms of trace formation in
technological settings. Consequently, the theoretical basis for electronic
trace analysis is not separate from that of classical traces, but arises from
the same laws of reflectivity, causality, and interaction.

This conclusion serves as the basis for analyzing the ontological nature
of digital evidence and for establishing its material-informational nature.

Digital trace ontology in the specialized literature and the
theoretical grounding of its material-informational character. In
Western scholarly literature, the concept of “digital evidence” is
predominantly understood in a functional sense. According to E. Casey,
digital traces are any data stored or transmitted via a computer that either
support or contradict an explanation of how a crime was committed, or
relate to key elements of the offense, such as intent or alibi’s. The emphasis
is placed on the evidentiary utility of the data, without focusing on their
ontological nature. Similarly, Carrier emphasizes that operations conducted
in a computer system lead to observable alterations in its data structures
and digital artifacts, which requires the investigator to identify and
document changes in the system’s state over the course of the
examination.1¢ Although the author does not explicitly construct a theory of
the materiality of digital traces, his analysis implies the existence of
objective transformations within the technological infrastructure.

NIST (National Institute of Standards and Technology) technical
guidelines deal with digital traces from the standpoint of identification,
acquisition, and preservation procedures. The ISO/IEC 27037 international
standard sets out principles for the identification, acquisition, and
preservation of digital evidence, grounded in the premise that it consists of
data stored or transmitted via technological means.

It is therefore evident that both scholarly literature and international
standards treat digital traces predominantly from an operational
perspective, without explicitly examining their ontological nature.

Within modern technological discourse, the notions of “virtual” or
“cloud” could imply an immaterial existence of data. Nevertheless, from a

15 E. Casey, cited works, p.7.

16 B. Carrier, A Hypothesis-Based Approach to Digital Forensic
Investigations, Purdue University ProQuest Dissertations & Theses. 2006.

https://www.proquest.com/docview/305266774
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technical standpoint, all digital information implies the existence of a
physical substrate.

Within the framework of contemporary philosophy of information, L.
Floridi elaborates a structural conception of information, according to
which it is not an abstract, reality-independent entity, but one that must be
grounded in a physical substrate and a specific internal data organization.
In this sense, information is characterized as a set of well-formed,
meaningful, and true data, presupposing both the existence of material
components and their structuring so as to allow semantic interpretation.”
This standpoint leads to a key implication: information has no autonomous
existence, but exists only when embodied in a material support and
arranged in a defined form. At the same time, L. Floridi argues that reality
can be understood as a totality of informational structures (“reality is the
totality of information™8), which allows any interaction between an agent
and its environment to be interpreted as a process that generates
informational configurations open to analysis and interpretation, leading to
the idea that any interaction with the environment inevitably produces
material configurations that can be interpreted as carriers of information.

Applying this view to criminalistics leads to a theoretical
reconfiguration of the concept of a trace. In a traditional view, a trace is
considered the result of interaction between two objects, with a material
character and reflecting particular features of those objects. However, in the
light of information philosophy, this definition admits further refinement,
because a trace is not merely a physical transformation of the environment,
but an organized material structure that holds information about the event
responsible for its formation. In this regard, forensic traces may be
understood as manifestations of information materialization, where the
physical structure of the object carrying the trace is inseparable from the
information it transmits. For instance, a shoe impression is more than a
mechanical mark in the soil; it is an organized arrangement of elements
(sole design, wear patterns, individual defects) that constitutes structured,
analyzable data. This structure enables the extraction of information
concerning the object’s identity, its movement dynamics, and the
circumstances under which the trace was created.

The author’s concept of Levels of Abstraction offers a particularly
effective methodological framework for understanding the analysis of this
information in forensic contexts!. In this way, the same trace may be

17 L. Floridi, The Philosophy of Information. Oxford: Oxford University Press, 2011,
pp- 80—104.

18 1., Floridi, The Logic of Information: A Theory of Philosophy as Conceptual
Design, Oxford University Press, Oxford, 2019, p. xii.

19 L. Floridi, The Philosophy of Information, pp. 48—54.



10 Cagite - Multidisciplinary Research Journal 113

examined across different levels: physical (its material and shape),
morphological (element configuration), functional (process of formation),
and interpretative (its meaning in relation to the criminal case). Each level
of abstraction highlights certain aspects of the information without
exhausting its overall content.

This perspective results in a reassessment of the principle of reflectivity
in forensic science. In the classical understanding, a trace is the outcome of
one object’s characteristics being reflected in another, while in the
informational approach it is viewed as a structured reflection that encodes
information about the object and its activity within a material carrier.
Consequently, reflectivity should not be seen only as a mechanical transfer
of form, but rather as a process that generates stable informational
structures capable of being decoded (in local scholarly literature, this refers
to the interpretation of traces).

In a similar manner, this logic is extended to digital traces as well.
Digital data do not exist independently; they are stored on physical media
(hard drives, memory devices, servers) and organized into logical structures
(files, file systems, metadata). Consequently, digital traces are themselves
forms of informational reflection generated by human activity,
characterized by the same fundamental relationship between the physical
storage medium and the informational structure it contains. It follows that
forensic investigation may be conceived as a process of event reconstruction
grounded in the analysis of informational structures embodied within
material substrates. The interpretive activity of the investigator is directed
not toward the material carrier itself, but toward the information organized
within that carrier, requiring a shift from the physical manifestation of the
trace to the semantic content it embodies.

In conclusion, the incorporation of the philosophy of information into
forensic theory permits the formulation of an expanded concept of traces,
according to which traces are material substrates of information generated
by interactions between persons and objects. Such an approach not only
enriches the classical theory of reflection but also strengthens its
epistemological foundations, demonstrating that forensic identification is
essentially concerned with the interpretation of information materialized in
the objective world.

Digital information does not possess an independent abstract
existence; instead, it depends upon the realization of data through discrete
physical states. In hard disk storage systems, data are recorded through the
arrangement of magnetic particles on rotating platters, where distinct
magnetic polarities correspond to the binary values 1 and 0. It follows that
every bit of data corresponds to a material alteration at the micro level,
reflected in variations of voltage, magnetic flux, or electronic configurations.
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Each wuser interaction with an information system generates a
corresponding state transition within the system. Digital forensic analysis
involves identifying and interpreting successive system state changes in
order to reconstruct the sequence of past events. These changes constitute
behavioral traces left in the digital environment, which are functionally
equivalent to traces found at the scene of a material offense.

This conception is fully consistent with the fundamental principles of
forensic science, according to which every action leaves traces (every contact
leaves a trace), a principle valid in both the physical domain (fingerprints,
blood, fibers) and the digital domain. Physical evidence, including data
stored in material form, is considered more reliable than human testimony,
as it provides objective information about the factual circumstances of a
case (act or offense). Similar to material evidence, digital data can be
identified, classified, and sometimes individualized by scientific methods.

Thus, there is no ontological distinction between a physical (material)
trace and a “digital” one. Both constitute objective changes to the material
environment. The only difference is the level of abstraction needed to
observe them: material traces are either visible or microscopic, while digital
traces require software layers that mediate the conversion of magnetic or
electronic signals into intelligible information. Digital data constitute
material traces; “data” actually refers to structured configurations of energy
and matter. The destruction or alteration of these configurations (e.g.,
through deletion or overwriting) constitutes a material modification of the
storage medium.

The investigator “digs” through the data bits to reach the underlying
material reality of the system, assembling the pieces of a multidimensional
puzzle to determine what happened, when, and in what order. Since data
are grounded in material form, they can undergo testing and falsification
processes characteristic of the scientific method. Conclusions drawn from
the examination of physical alterations in storage media carry probative
force based on the objective certainty of the laws of physics and computing.

Both Eastern European forensic literature and Western forensic
science literature start from the premise that traces represent reflections of
prior actions. As previously stated, author Kirk P. maintained that material
evidence is never wrong in itself, only subject to misinterpretation,
emphasizing the objective character of the changes involved2c. Within the
digital environment, this reflectivity appears in the form of file creation and
modification, system log generation, metadata updates, and network
connection records.

20 P, Kirk, cited works, p. 4.
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Carrier B. shows that digital investigation involves examining prior
states of the system, reconstructed on the basis of observed changes2t. These
changes have a relative stability: some are volatile (RAM memory), while
others are persistent (non-volatile storage media). The possibility of
forensic inquiry depends on the relative persistence of traces over time.

With regard to the mechanism of trace formation, a trace is an objective
modification generated through the interaction between the object that
creates the trace and the object that receives it. In the digital context,
interaction between the user and the system leads to alterations in the
physical state of the technical medium, which are structured as information.
Hence, a digital trace may be defined as a physical modification of a
technical system, which is manifested in the form of digital information.

This interpretation allows digital traces to be integrated into the
general framework of trace analysis, without treating them as ontologically
distinct entities. International scholarly literature supports the existence of
objective changes generated by interaction, although it does not explicitly
articulate this conclusion.

This statement serves as the theoretical basis for the emergence of the
concept of “Digital Traceology”.

Critical examination of the concept of “Digital
Criminalistics” and the establishment of the concept of “Digital
Traceology”.

The term “computer forensics”22 emerged in the 1970s, along with the
increasing use of personal computers in commercial and institutional
activities. Later, with the rise of mobile communications and internet usage,
the academic literature adopted the broader concept of “digital forensics”23.

Author E. Casey describes the field as the application of scientific
methodologies aimed at the identification, collection, analysis, and
presentation of digital evidence24. Along the same lines, Carrier B. defines
digital criminalistics as a process of reconstructing past events based on
digital evidence, which requires examining alterations in information
systems=s.

R. Saferstein incorporates digital evidence analysis into the forensic
sciences, identifying “Digital and Multimedia Sciences” as a specialized

21 B, Carrier, File System Forensic Analysis, Addison-Wesley, pp. 15-18.

22 M. Pollitt, Computer Forensics: An Approach to Evidence in Cyberspace, in
Proceedings of the National Information Systems Security Conference (NISSC), Vol. 11,
Baltimore, Maryland, 1995, p.488.

23 G. Palmer (ed.), A Road Map for Digital Forensic Research. Report From the First
Digital Forensic Research Workshop (DFRWS), Utica, New York, 7—8 August, 2001, p. 16.

24 E, Casey, cited works, p. 7.

25 B. Carrier, File System Forensic Analysis, Addison-Wesley, p. 15-21.
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branch of forensic science and considering digital content analysis a
separate forensic service, alongside established disciplines such as
document examination, toxicology, and others26.

Western literature regards “digital forensics” as a separate discipline
within law enforcement sciences, focusing primarily on technical methods
and analytical procedures.

International standards do not approach “digital forensics” through an
ontological definition, but rather through a procedural one. ISO/IEC
27037:2012 establishes guidelines for the identification, collection, and
preservation of digital evidence. The document is based on the premise that
information stored or transmitted by technical means may have evidentiary
value. In turn, NIST SP 800-86 describes the integration of digital analysis
techniques within incident response, highlighting the importance of
maintaining data integrity and authenticity.

In both cases, the emphasis is operational. The nature of the digital
trace is implicitly accepted, not explicitly analyzed.

Within Eastern European doctrine, including Ukrainian and
Romanian, criminalistics is traditionally divided into general theory,
criminalistic ~ technique, criminalistic tactics, and investigative
methodology. Within the field of forensic techniques, the divisions are
organized according to the nature of the traces under analysis, such as
traceology, ballistics, and handwriting analysis. According to Em. Stancu,
the unity of these subdisciplines is ensured by the examination of
environmental changes resulting from criminal activity27.

From a systemic point of view, digital evidence analysis should not be
regarded as a separate science, but as a specialized application of trace
examination in a technological setting.

Both traditional criminalistics scholarship and “digital forensics” are
grounded in the same premise: that interaction results in objective
alterations.

According to B. Carrier, every action applied to a digital system
produces alterations in its state28. E. Casey highlights the necessity of
preserving such changes to ensure their value as evidence is retained=9.
According to P. Kirk, physical evidence cannot be erroneous; only its
interpretation can beso.

26 R, Saferstein, Criminalistics: An Introduction to Forensic Science, 10th ed.,
Pearson, 2011, p. 12.

27 K. Stancu, cited works, pp. 23—24, 30.

28 B, Carrier, File System Forensic Analysis, Addison-Wesley.

29 E. Casey cited works.

30 P, Kirk, Crime Investigation, 2nd ed., Wiley, 1974,
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The difference between physical traces and digital traces is found in
their medium of expression and methods of analysis, not in the underlying
mechanism of formation. Thus, there is a theoretical justification for
integrating digital evidence analysis into traceology as a specialized branch.

In light of this conceptual convergence, the concept of “digital
traceology” is proposed to refer to the discipline that studies the formation
and analysis of traces produced in technological systems.

This proposal does not deny the contributions of “digital forensics,” nor
does it contradict international standards, but rather offers a systemic
integration within the theoretical structure of criminalistics.

“Digital traceology” refers to the subfield of forensic techniques that
investigates modifications in technological systems resulting from
interaction, with the aim of determining the circumstances of the event and
identifying the offender.

Critical reflections on the concept of “digital traceology.” Any
initiative to reformulate concepts in an established discipline should also be
considered in relation to potential theoretical and practical
counterarguments. Although founded on the unity of the trace formation
mechanism, the concept of “digital traceology” is not exempt from potential
criticism.

A primary objection could be that “digital forensics” has developed on
an international level as an autonomous discipline, with its own
methodologies, separate professional certifications, specific technical
standards, and independent academic communities.

According to authors like E. Casey and B. Carrier, the digital domain
exhibits sufficient technical particularities to support the establishment of a
distinct structures:. The increasing proliferation of university programs
focused exclusively on “digital forensics” also points to a trend of
institutional specialization. Responding to this objection requires
recognizing the field’s technical specificity while differentiating between
methodological autonomy and ontological autonomy. The existence of field-
specific tools and procedures does not automatically entail the existence of
an independent theoretical framework. Although forensic ballistics and
forensic handwriting analysis employ distinct methods, they are not
conceptually independent of forensic technique. By analogy, digital
evidence examination may form a specialized field of study without
amounting to a separate science.

Another potential criticism argues that digital traces are inherently
distinct from physical traces because they consist of information, not
matter. This objection is reinforced by current technological terminology,

31 E. Casey cited works; B. Carrier, File System Forensic Analysis.



118 Vol. XVIII, no. 2/June, 2026 15

which speaks of “virtual space” and “cloud data,” thereby implying an
immaterial form of existence. Nevertheless, both technical literature and the
philosophy of information show that information cannot exist without a
physical substrate32. Digital data are informational representations of the
material states of a technological system. The modification of a file involves
altering the physical state of the storage medium. File modification
necessarily involves a succession of technical operations that are
materialized in physical changes within the storage medium. Practically
speaking, a “file” is a logical construct defined by the operating system, but
its existence relies on physical states configured to encode bits (0s and 1s)
that can later be readss.

In HDD-type magnetic storage, bits are represented by the orientation
of magnetic domains on the disk surface; writing operations alter this
orientation, thereby modifying the medium’s magnetic state. In SSDs and
memory cards, bits are represented through electrical charge levels held in
memory cells (floating-gate transistors), while writing or rewriting entails
programming/erasing operations that modify the distribution of electrical
charge. Consequently, “saving” or “editing” a file inevitably results in
measurable physical modifications, namely magnetic or electrical states
different from those that existed befores4.

Furthermore, in modern systems, file modification affects not only the
content itself, but also associated changes in the file system’s evidentiary
structures, including metadata (such as modification timestamps),
allocation tables, journals, indexes, caches, and temporary traces (e.g.,
temporary files and working copies). Even in cases where a user “deletes” a
file, the operation generates a measurable change: the physical content does
not vanish instantly, but allocation markers are updated, and the data
remain recoverable for some time in unallocated space. Moreover, this
relative persistence explains the feasibility of forensic analysis of digital
artifacts and the recovery of data.

It follows that the “digital trace” is not something immaterial, but the
informational form of material transformations taking place in a
technological system. The “digital” aspect of a trace concerns its method of
representation and processing (binary coding and algorithmic processing),
not the non-existence of a physical support.

Therefore, the difference between classical traces and digital traces
does not concern the existence or non-existence of a material substrate, but

32 R. Landauer, Information is Physical, Physics Today, vol. 44, nr. 5, 1991, p. 23.
https://www.cpt.univ-mrs.fr/~verga/pdfs/Landauer-1991.pdf

33 D. Patterson, J. Hennessy, Computer Organization and Design: The
Hardware/Software Interface, 5th ed., Waltham (MA), Morgan Kaufmann, 2014, p.14.

34 D. Patterson, J. Hennessy, cited works, pp. 381-382.
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rather the mode of representation and access to the trace: in the digital
environment, material modification is mediated by logical layers (operating
system, file system, applications) and becomes visible to the investigator in
the form of information (data, metadata, logs, artifacts).

It can be argued that numerous digital traces are volatile (for example,
RAM-resident data) and consequently lack the relative stability that is
normally inherent to classical physical traces. This statement is correct from
a technical standpoint. NIST emphasizes the importance of the rapid
capture of volatile data in digital investigations3s. Nevertheless, volatility
does not negate the existence of the trace; it merely imposes specific
preservation procedures. The physical environment also contains fragile or
transient traces, such as scent traces, thermal traces, and tracks in snow.
Relative stability over time does not constitute the ontological definition of
a trace, but instead determines the possibility of its exploitation.

The concept of “digital traceology” should not be interpreted as an
oversimplification of the complexity of the digital domain. Analyzing
distributed systems, cryptography, or cloud infrastructures requires
advanced technical knowledge, which sometimes extends beyond the
conventional framework of classical traceology.

Furthermore, the proposed terminology may be met with resistance by
the international community, in which “digital forensics” is already a widely
recognized term. In this regard, “digital traceology” must be seen not as a
comprehensive replacement for “digital forensics,” but as an integrative
concept within the continental system of criminalistics.

Despite the above objections, the principal advantage of the proposed
concept is that it restores the theoretical unity of trace analysis. Integrating
digital traces within traceology helps avoid conceptual fragmentation,
enables better correlation between physical and digital evidence, and
strengthens the epistemological foundations of investigation. Rather than
reducing the importance of technology, this approach embeds it in a
coherent theoretical framework.

Delimitation of the object, methods, and structure of “digital
traceology”. Following the ontological assessment and critical
examination of the autonomy of “digital forensics,” it is necessary to clearly
define the object and methods of digital traceology, in order to avoid
conceptual ambiguity and terminological overlap.

Research object. Digital traceology focuses on the study of changes
in technological systems generated by interaction, which reflect the

35 NIST SP 800-86, 2006.
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf
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underlying activity and can be utilized for legal purposes. Its object of study
is not “computer science” in general, nor “cybersecurity,” but:

- the traces resulting from the use of information systems;

- the information-based traces produced by user—system interaction;

- the modifications in the state of a technological system.

Thus, digital traceology does not address cyberattack prevention (an
aspect of cybersecurity) or IT system administration, but instead focuses on
the analysis of alterations produced and retained within these systems in an
evidentiary setting.

From a systemic viewpoint, digital traces may be categorized based on
their nature and degree of persistence:

- constant traces: data stored on non-volatile storage media (files,
databases, system images);

- volatile traces: data temporarily present in memory (RAM, running
processes);

- system traces: logs, event logs, metadata;

- network traces: records of connections, data traffic, captured packets;

- derived traces: temporary copies, cache files, swap files, backup
copies.

This classification reflects the adaptation of the traditional trace
typology to the technological environment.

“Digital traceology” methods. The methods applied are essentially
technological adaptations of classical trace analysis principles, comprising
trace identification and localization, integrity preservation (imaging and
hashing), examination and interpretation of modifications, correlation of
multiple traces, and reconstruction of the chronology of events. Digital
forensic procedures, including forensic imaging and integrity checks using
hash functions, are technical transpositions of the principle of evidence
preservation. Therefore, a forensic image replicates the initial state of the
digital environment with high fidelity, whereas hashing mechanisms ensure
its preservation in time, making it possible to detect any subsequent
changes. The analogy between classical procedures for recovering and fixing
material traces and digital techniques like forensic imaging and hash-based
integrity checks emphasizes the fundamental equivalence between the two
domains. In both cases, the essential objective is the preservation of the
trace in its original form with fidelity, its ensuring can be analyzed and used
as evidence without the risk of distortion. Thus, digital traces are not an
exception to the principles of classical criminalistics, but a contemporary
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manifestation of them, adjusted to the characteristics of the informational
substrates®.

Interaction with other branches of forensic science. Digital traceology
does not function as an isolated field, but exists in an interdependent
relationship with other branches of forensic technique. In this way, it is
frequently linked with classical traceology (by analyzing physical traces on
devices), with document examination (through electronic metadata
analysis), and with DNA analysis (to establish correlations between physical
presence and digital activity), etc. The corroboration of material and digital
evidence in a unified analytical framework guarantees a coherent and
holistic interpretation of the factual situation, improving investigative
efficiency and accuracy.

Digital traceology within forensic technique: structure,
content, and systemic integration. Within forensic technique, it
becomes logical to define a distinct domain called “digital traceology,” which
studies the changes occurring in information systems as a result of user
interaction or automated system processes. Rather than breaking with the
tradition of classical criminalistics, this development adapts its established
principles to the specific nature of the digital environment. Accordingly,
“digital traceology” can be structured into four fundamental components:
the theory of digital traces, the methodology of identification and
preservation (fixation), the examination and interpretation of informational
traces, and the correlation and reconstruction of the sequence of events.
This structuring essentially represents the adaptation of the classical stages
of forensic examination to a modern technological framework.

The theory of digital traces constitutes the epistemological foundation
of “digital traceology,” defining the nature, formation mechanisms, and
specific properties of these traces. Digital traces may be defined, in essence,
as objective alterations in the state of a technological system caused by user
interaction or automated processes, which reflect the activities performed
and can be used for evidentiary purposes3’.

Despite the common perception that digital data are intangible,
technical and scientific analysis confirms that they are always stored on and
dependent upon a physical medium. Thus, information stored on magnetic
media is represented by the orientation of magnetic domains, whereas
information stored in flash memory is represented by electrical charge levels

36 B. Nelson, A. Phillips, Ch. Steuart, Guide to Computer Forensics and
Investigations, 6th ed., Boston (MA), Cengage Learning, (2019), p.93.

https://pdfcoffee.com/guide-to-computer-forensics-and-investigations-6th-
edition-pdfdrive-pdf-free.html

37 B. Carrier, File System Forensic Analysis, Addison-Wesley.
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contained within memory cells38. As a result, any data-writing or data-
modification process involves a measurable physical change to the storage
medium, thereby enabling digital traces to be understood within the
framework of the theory of reflection as developed in classical forensic
science.

This approach is supported by both Western and Eastern European
forensic scholarship. Digital forensic investigation is generally defined as a
structured methodology for the identification, collection, examination, and
interpretation of data with a view to reconstructing the events under
investigation39. In this regard, a number of scholars have argued that the
principles underlying the analysis and interpretation of forensic evidence
apply universally, irrespective of whether the evidence is material or
informational in nature4o.

From a doctrinal perspective, digital traces possess several distinctive
characteristics, including volatility, persistence, reproducibility, and
susceptibility to alteration. Nevertheless, these characteristics do not affect
their essential nature as reflections of human activity, but instead require
the adaptation of forensic methods of analysis and preservation.

The methodology of identifying and preserving digital traces involves
the procedures by which such traces are located, collected, and preserved in
their original form, ensuring their admissibility as evidentiary means.
Identification involves the process of detecting traces within information
systems, including in non-user-accessible areas such as volatile memory
and unallocated space4!. This activity requires the use of specialized tools
and compliance with strict procedures.

Digital trace preservation is performed through specialized
procedures, the most important of which is the creation of a forensic image
of the storage media, consisting of a bit-by-bit faithful copy of it. The
integrity of this copy is verified through the use of hash functions, which
generate a unique fingerprint of the data and enable the detection of any
subsequent modifications.42

These procedures embody the technical application of the principle of
trace preservation, as recognized in classical forensic science. Thus, whereas
the preservation of material traces is achieved through their collection and

38 D. Patterson, J. Hennessy, cited works, pp. 463—470, 500—506.

39 T. Gobel, H. Baier, F. Breitinger, Data for Digital Forensics: Why a Discussion on
“How Realistic is Synthetic Data” is Dispensable, Digital Threats: Research and Practice,
vol. 4, nr. 3, 2023, pp. 1—-2.

40 B, Robertson, G. Vignaux and Ch. E. Berger, Interpreting Evidence: Evaluating
Forensic Science in the Courtroom, 2nd ed., John Wiley & Sons, Chichester, 2016, p. 7.

41 E,. Casey, Digital Evidence and Computer Crime, pp. 197—200. pp.221—230.

42 B, Nelson et al, cited works, pp. 145—150.
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fixation43, in the digital environment it is accomplished through exact
duplication and the mathematical verification of integrity.

International standards give normative expression to this approach by
establishing clear requirements for the identification, collection,
acquisition, and preservation of digital evidence, including the creation of
faithful reproductions of digital media and the implementation of integrity
verification mechanisms based on hash functions44.

The examination of digital traces represents the phase in which the
collected data are subjected to analysis to determine information relevant
to the investigated case. This stage entails the analysis of files, metadata,
system logs, and other records generated by the user’s interactions with
digital systems.45 The interpretation of these digital traces involves the
conversion of raw data into evidential findings through the assessment of
their significance in relation to the investigated events. In this respect,
digital traces, like physical traces, have no intrinsic value; they acquire
relevance only through interpretation.

Scholarly literature highlights that digital evidence analysis should be
performed in a rigorous and reproducible way to guarantee the reliability of
the conclusions reached46. Similarly, any evidentiary framework stresses
the importance of linking digital traces with other forms of evidence to
obtain a full understanding of the criminal activity.

The correlation of traces and the reconstruction of the sequence of facts
constitute the final stage of forensic examination, with the purpose of
reconstituting the mechanism of the events under investigation. This stage
involves establishing temporal and causal relationships between identified
actions using techniques such as timeline analysis and correlation of data
from multiple sources. Event reconstruction based on digital evidence
represents a key objective of forensic examination, allowing the
identification of activities performed within the digital environment and
their chronological sequence.47

The integration of digital, physical, and biological evidence helps to
consolidate the evidentiary framework and enhance the reliability of
conclusions, confirming the interdisciplinary character of forensic
investigation.

43 M. Ghiorghitd, Treatise on Criminalistics, Central Printing House, Chisinau, 2017,
p. 179.

44 ISO/IEC 27037:2012.

45 E. Casey, Digital Evidence and Computer Crime, pp. 221—230.

46 S.1. Garfinkel “Digital Forensics Research: The Next 10 Years”, Digital
Investigation, vol. 7, Supplement, 2010, pp. S64—S73, doi: 10.1016/j.diin.2010.05.009.

47 M. Kevin, P. Chris, P. Matt, Incident Response & Computer Forensics, McGraw-
Hill, (2003), pp. 161—170.
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Structuring “digital traceology” into the four components described
above underscores that this field is not a break from traditional
criminalistics, but rather its continuation in line with new technological
realities.

The theory of digital traces provides the conceptual basis, the
methodology of identification and preservation guarantees the integrity of
the evidence, analysis and interpretation assign significance to the data, and
correlation and reconstruction make it possible to reconstitute the
investigated facts. Therefore, “digital traceology” may be viewed as a sub-
branch of forensic science, characterized by methodological specificity yet
conceptually integrated within the broader discipline, contributing to a
modern and efficient approach to crime investigation.

Conclusions

The analysis carried out in this article confirms the necessity of
reconceptualizing the manner in which electronic traces are incorporated
into the contemporary system of forensic science. The rapid evolution of the
technological environment has not created a distinct ontological category of
traces, but rather a new form of manifestation of the same fundamental
mechanism by which human activity is recorded in the material
environment.

In this respect, digital traces are not abstract or intangible entities, but
objective changes in the state of technological systems, grounded in physical
storage media and structured as information. This conclusion allows their
integration into the general theory of traces and confirms the applicability
of classical forensic principles, namely causality, reflectivity, and the
principle of exchange. Furthermore, doctrinal analysis has highlighted a
significant conceptual convergence: regardless of the terminology used, the
examination of digital evidence involves the identification and
interpretation of objective modifications in systems, with the aim of
reconstructing the investigated events. The existing differences mainly
concern the language and methodological tools, not the theoretical
foundations of the process of cognition. Thus, against this background, the
concept of “digital traceology” emerges as a viable theoretical solution for
the coherent integration of the study of electronic traces within the field of
forensic science techniques”. This approach enables the elimination of
existing terminological and methodological fragmentation, offering a
unified framework for the integrated analysis of all types of traces with a
material basis, grounded in shared fundamental principles.

At the same time, it should be emphasized that the technological
specificity of digital traces cannot be disregarded. The volatility, complexity
of information systems, and their reliance on technical instruments require
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the development of specialized methodologies and clearly defined
professional competencies. Nevertheless, these particularities do not
warrant the separation of the field, but only its methodological
differentiation.

Another important outcome is the emphasis that procedures specific to
digital investigation, including the creation of faithful copies and the
application of integrity verification mechanisms, represent technological
manifestations of the principle of trace preservation. This parallel confirms
the essential unity of forensic technique and demonstrates the adaptability
of its principles to emerging technological aspects.

In conclusion, “digital traceology” should not be regarded as an
alternative to “digital forensics,” but as an integrative conceptual framework
suited to the forensic system, allowing the harmonization of technological
developments with the theoretical foundations of the discipline. This
approach supports the preservation of a unified perspective on forensic
science and enables the development of modern methods for the analysis of
evidence, adapted to new digital realities.
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